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Role Name 

Chair Monica Dias  
Present: EMA participants: 

Monica Dias, Policy and Crisis Management (Chair) 
Ada Adriano, Documents Access and Publication Service  
Alison Cave, Surveillance & Epidemiology Service  
Anne-Sophie Henry-Eude, Head of Documents Access and Publication Service  
Frank Pétavy, Head of Biostatistics and Methodology Support (ad interim) 
Karen Quigley, Documents Access and Publication Service 
Jeanne Riqué, Policy and Crisis Management  
Alessandro Spina, Legal Department 
TAG Members: 
Giuseppe D’Acquisto, Italian Data Protection Authority (DPA) 
Khaled El Emam, Privacy Analytics Inc. 
Jean-Marc Ferran, Qualiance Aps 
Uwe Fiedler, Parexel 
Christine Fletcher, Amgen Ltd 
Cathal Gallagher, d-Wise 
Lukasz Kniola, Biogen 
Bradley Malin, Vanderbilt University 
Sarah Nevitt, University of Liverpool 
Nicola Orlandi, Novartis 
Lee Parker, Biogen International GmbH 
Frank Rockhold, Duke Clinical Research Institute 
Kristian Svendsen, Tromso Hospital 
Rafal Swierzewski, European Cancer Patient Coalition (ECPC) 
Observer: 
Kostoula Kampouraki, European Data Protection Supervisor (EDPS) 

Apologies: Lee Parker on the 30th of November 
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1.   Adoption of draft agenda 

The draft agenda was adopted with no additional points.  

2.   TAG mandate and Rules of Procedure  

Alessandro Spina, Legal Department (EMA) 

Alessandro Spina presented the mandate of the EMA TAG, background information and the group’s 
composition.  

The TAG was created to face the challenge posed by the rapidly evolving field that is anonymisation. 
Through the TAG, the EMA will be able to continue the work undertaken during the development of its 
guidance on the anonymisation of clinical report published in March 2016. The overall objective of the 
TAG is to further develop best practices for the anonymisation of clinical reports, by monitoring and 
addressing any issues arising in the context of the implementation of phase I of policy 0070 
(implemented as Clinical Data Publication). 

The scope of the TAG group is to engage with experts from different backgrounds and with different 
interests in data sharing. 

Working arrangements and deliverables of the TAG were also presented. EMA welcomed an active 
participation from the members during the meeting. 

3.   EMA External guidance on the anonymisation of clinical 
reports for the purpose of publication in accordance with EMA 
Policy 0070 

Karen Quigley, Documents Access and Publication Service (EMA) 

Karen Quigley introduced the external guidance on anonymisation of clinical reports published by the 
EMA in March 2016. She outlined the background to Policy 0070 and the anonymisation techniques 
presented in chapter 3 of the external guidance, including the section on the data utility and the 
redaction of personal data of investigators/sponsors. 

Issues noted to date concern the level of technical and statistical information described in the 
anonymisation reports that is required so that it is possible to have a clear understanding of the 
anonymisation methodology.  

EMA clarified that it does not assess the anonymisation reports but reviews with the aim of ensuring 
that the reports are clear to the public and clearly reflect the approach taken to protect personal data 
in the clinical reports. Some issues were raised in relation to the published guidance where further 
clarification may be useful. Following some discussion, the proposal is that the current guidance will be 
supplemented by question and answer documents to assist applicants/MAHs. 

4.   Analysis of clinical reports published in the context of 
Policy 0070 (review performed by EMA) 

Ada Adriano, Documents Access and Publication Service (EMA) 

Ada Adriano provided an analysis of clinical reports published by EMA until 6 September 2017 in the 
context of Policy 0070. She illustrated the anonymisation approaches and techniques applied to clinical 
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reports for orphan and “non-orphan and non-generic” medicinal products and outlined the main 
features of quantitative and qualitative approaches. Overall, extensive redaction was observed, in 
particular with respect to demographic characteristics, medical history, adverse events and case 
narratives. Disease population and study population seem to be  driving the anonymisation process but 
no uniform or consistent approach emerged from the analysis. 

EMA also highlighted that the three points that should be taken into account during the anonymisation 
process, as recommended in the guidance, namely uniqueness of variable value, size of study 
population and number of quasi-identifiers per trial participant, have not always been adequately 
addressed by the applicants/MAHs in the anonymisation report. In addition, it was flagged that the 
level of anonymisation in the clinical reports may also be a reflection of the limited experience and 
confidence of the applicants/MAHs in relation to potential attackers, risk threshold and public data 
release. 

The TAG raised the issue on whether the qualitative approach should be suggested as a temporary 
measure only. EMA stressed that, as mentioned in the guidance, it encourages applicants/MAHs to 
follow a quantitative approach but EMA understands that further guidance is needed to help companies 
implementing this approach.  

5.  Analysis of clinical reports published in the context of 
Policy 0070 (review performed by PhUSE) 

Lukasz Kniola, Biogen  

Jean Marc Ferran, Qualiance Aps 

Lukasz provided an analysis performed by PhUSE of the clinical reports published by EMA. The findings 
of the analysis are provided in a spreadsheet and categorised in different areas (e.g. administrative 
product information, study size, anonymisation rules, risk assessment) to show the different 
approaches followed by applicants/MAHs in the context of Policy 0070.  

The results showed that the qualitative approach was the most largely used  anonymisation approach 
and the redaction was the anonymisation technique of choice. Case narratives, in-text listings and 
dates were shown to be mostly redacted. 

In terms of data utility, Applicants/MAHs consider that aggregated summaries and tables have the 
most scientific value and were retained in the clinical reports. 

The spreadsheet used as the basis for the analysis of the clinical reports will be made available online 
by PhUSE. 

6.  Experience from Pharmaceutical Industry with the  
anonymisation of clinical reports for the purpose of 
publication in accordance with EMA Policy 0070 

Christine Fletcher, Amgen Ltd.  

Christine Fletcher illustrated the experience from the Pharmaceutical Industry with the anonymisation 
of clinical reports , in accordance with EMA Policy 0070, by presenting a case study (Carfilzomib, 
orphan medicinal product). Christine described the characteristics of the MAA and the factors 
considered, the choices made and variables in the clinical reports. A qualitative approach was followed 
by the MAH for the anonymisation of the clinical reports. It was also mentioned that it is important to 
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consider how changing social media norms may disrupt standard assumptions about, e.g. what 
external data sources are readily available, prevalent population sizes, what variables, and how many 
variables an intruder may know and the most effective ways to mitigate risk.  

 

Lukasz Kniola, Biogen 

Lukasz Kniola illustrated the experience from the Pharmaceutical Industry with the anonymisation of 
the clinical reports in accordance with EMA Policy 0070 by presenting a case study (Zinbryta). A 
quantitative approach was followed by the MAH for the anonymisation of the clinical reports. 
Comments received from EMA on the proposal package submitted consisted in requests for additional 
details, clarification on redaction of personal data of individuals other than trial subjects and request 
for the rationale for removal of appendix, abnormal and log listing. It was highlighted how sensitive 
information was carefully reviewed.  

During the discussions it was highlighted that currently the anonymisation process is resource 
intensive mainly because of the manual searches that are performed on data presented in study report 
format (text document).  

 

TAG members questioned whether the level of anonymisation (redaction) of the published clinical 
reports meets the stakeholder’s expectations in terms of data utility. In particular the value of 
publishing clinical reports in which the patient level data is not disclosed (redacted) was of concern. It 
was recognised that the utility of the data is an area of where further improvement is needed.  

TAG members raised the question whether the information available on social media (patients’ 
personal data) should be taken into account in the calculation of the risk of re-identification. The views 
were split amongst the various TAG members and the topic will be further discussed at the next TAG 
meeting. 

From a patient perspective, the level of personal data made available by patients themselves very 
much depends on the type of disease (e.g. HIV patients tend to be reluctant to share their personal 
data whereas oncology patients tend to share their personal data) and the way the disease influences 
patients’ lives is more important than the rarity of the disease itself.  

7.  Anonymisation report: How to improve the quality of the 
reports 

Anne-Sophie Henry-Eude, Head of Documents Access and Publication Service (EMA) 

Anne-Sophie Henry-Eude described how the quality of the anonymisation reports could be improved. 
The anonymisation reports should clearly state the anonymisation process, the methodology and the 
impact of anonymisation on data utility. They should be tailored to the medicinal product and to the 
clinical studies included in the submission.  

EMA stressed the need for applicants/MAHs to mention in the anonymisation reports the limitations 
encountered while anonymising the clinical reports. Case narratives and listings should be anonymised 
by applicants/MAHs rather than just redacted in full so that the information can be used by the public. 

The section of the anonymisation report addressing data utility was generally found to be of low 
quality. Pharmaceutical industry needs further guidance to help improve this section of the 
anonymisation report.  
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TAG members mentioned that it is important to establish the target stakeholders for the anonymisation 
reports. EMA clarified that it will investigate whether it is possible to get aggregated data on the use of 
the Clinical Data Publication website per affiliation.   

8.  Quantitative methods to measure the risk of re-
identification: methodology review 

Bradley Malin, Vanderbilt University 

Bradley Malin introduced a quantitative method to measure the risk of re-identification. The risk is 
contextual and different measures can be chosen depending on the type of risk anticipated. He used a 
well-known example of re-identification where demographics characteristics were available in two data 
sets. However, adversaries may not know everything; or access to the same quasi identifiers may not 
be possible at the same time. Based on a natural language setting, an identifier detection strategy can 
be applied, with the following performance measures: recall, precision and measure. Another method 
is the Stackelberg game, where a number of data sharing strategies for the publisher and of attack 
strategies for the recipient are being looked at, and a strategy that maximises the overall benefit is 
chosen, as a trade-off between risk and utility.  

During the discussion, TAG members asked how this approach can be applied more concretely in the 
context of Policy 0070. Most applicants/MAHs do not have the necessary risk assessment expertise and 
therefore make conservative assumptions to avoid taking any risk of re-identification. It was agreed 
that further guidance on quantitative approaches was necessary so that applicants/MAHs can follow 
this approach.  

9.  Review of the scientific utility of the data published as a 
function of the methodology used 

Jean-Marc Ferran, Qualiance 
Sarah Nevitt, University of Liverpool 

Jean Marc Ferran and Sarah Nevitt presented a review and discussion of data utility in Clinical Study 
Reports (CSRs). They presented the results of a survey conducted by the Cochrane Collaboration 
among Cochrane authors in 2016 looking at how academia is using regulatory data.  Only 10% of 
respondents had used or requested regulatory data and only 12 % knew where to access regulatory 
data. They also looked at the analysis researchers carry out using CSRs. JMF and SN also conducted 
additional interviews with academic researchers to examine the utility of CSRs’ data, particularly case 
narratives. Researchers reported using CSRs’ data to investigate reporting biases, to conduct novel 
analyses and narratives had been used to provide more detailed assessment of adverse events. None 
of the authors interviewed raised any concerns regarding anonymisation of CSR data (under Policy 
0070) but some of the authors did raise concerns about complete redaction or removal of narratives 
and patients listings. 

10.  Data environment (data available that can be cross-
linked with trial data) and plausible attacks on the data 

Khaled El Emam, Privacy Analytics Inc. 

Khaled started by discussing adversary models and the factors that characterise adversaries and 
attempts to re-identify individuals. He gave more details on the features of a motivated intruder, and 
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what information this adversary would know and can use. The information could either come from 
public sources or acquaintance information. A ‘motivated intruder’ test is a concept which may be 
helpful to determine whether anyone would have the motivation to carry out re-identification and 
whether the re-identification is likely to be successful. 

The TAG identified this area as one which requires development of further guidance to 
applicants/MAHs.  

11.  Legal issues with the anonymisation of clinical reports: 
state-of-play and GDPR evolution 
Nicola Orlandi, Head Data Privacy Pharma, Novartis 
Lee Parker, Director EU+ Privacy, Biogen 
 
Nicola Orlandi presented the state of play and GDPR evolution of legal issues with anonymisation of 
clinical reports.  

It was stated that a strong need for a systematic approach to privacy management and de-
identification of health data is key in view of optimising value of health data for scientific research and 
responding to the demand of transparency. Measures to maintain anonymisation such as data sharing 
agreements, data protection policies and procedures, control mechanisms and re-evaluation 
assessments were also presented. 

It was pointed that it is difficult to have a zero risk level of anonymisation but it is necessary to take 
into account the concrete risks for companies, the advantages of applying sophisticated approaches to 
anonymisation and the need to create incentives. 

The TAG discussed whether a common approach endorsed by data protection authorities defining 
thresholds (and the need, or not, to have different thresholds covering different cases), process and 
related techniques would be valuable.  

12.  Anonymisation of clinical reports by CROs: impact from 
the GDPR 

Uwe Fiedler, Parexel 

Uwe Fiedler explained the impact of the GDPR regarding the anonymisation of clinical reports by CROs.  

Key new aspects of the GDPR with regard to the definition of personal data, pseudonymization and 
recent case–law of the CoJEU (Breyer) were mentioned. The idea of creating a code of conduct for the 
anonymisation of clinical data for publication, which could be presented by industry associations in 
accordance with Article 40 GDPR, was mentioned. The TAG discussed at length the benefits and 
challenges a code of conduct could have to streamline the publication of anonymised CSRs and on the 
alternative options that could be available under the GDPR to give a more binding force to the 
recommendations for anonymisation of CSRs.  
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13.  Next steps 

Monica Dias, Policy and Crisis Management (EMA) 

Five main topics were proposed and agreed by the TAG for further discussion: data utility, 
anonymisation approaches and techniques, potential attackers, legal issues/GDPR and new 
technological developments.  

The next meeting of the TAG will take place towards the end of 2018.  
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