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User management 
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account

• Manage my unique
EMA account

• Request a new
password
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• Request role and permissions

• Approve role and permissions

• Manage role and permissions

• Access EV applications

• Create a new organisation
or update an existing one

• Manage the organisation
hierarchy in EV



IAM2 project 
The change introduced 

Before IAM2 After IAM2 

User 
management 

• User accounts and
organisations are
migrated

• Users will get
communications
with unique
credentials

• Users will be
guided in the
transition

Log in with EMA unique credentials 
Log in & select organisation if multiple Log in with credentials per organisation, if applicable 

26/07/18, Go live IAM2 

XEVMPD 

Access 
management 

Organisation 
management 

•Manage an EV user •Manage the roles
and permissions for
EV

•Log in to EV 

•Manage my
organisation details

EVWEB 

EV Registration 
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User 
management 

Access 
management 

Organisation 
management 

•Manage a user for
any EMA application,
also EV

•Manage the roles
and permissions for
any EMA application,
also EV

 
 
 

•Log in to EV

•Manage my
organisation details for
all EMA appplications

•Manage EV
Organisation
Hierarchy
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EMA Account  
Management  
Platform 

OMS 
SPOR 
Portal 

2/07/18 

Freeze period 

• No account or
organisation
changes
possible

• EV transactions
possible

25/07/18  
EV unavailable 

XEVMPD EVWEB 



IAM2 project 
User management 

Access 
management 

Organisation 
management 

• Request a unique EMA account

• Manage my unique EMA account

• Request a new password
Users may update their email address and mobile number or change their password. 

Users may request a new password if they forgot. 

Users may create an EMA account if they do not have one yet. 

User 
management 
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EMA Account  
Management  
Platform https://register.ema.europa.eu/identityiq/login.jsf 

Go to EMA Account 
registration platform 

Select to create an EMA account Fill out the form and submit 

https://register.ema.europa.eu/identityiq/login.jsf
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registration platform 

Select to create an EMA account Fill out the form and submit 

https://register.ema.europa.eu/identityiq/login.jsf
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management 
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Manage my unique EMA account / update e-mail or mobile 
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EMA Account  
Management  
Platform https://register.ema.europa.eu/identityiq/login.jsf 

Log into EMA Account 
registration platform 

Select ‘View Idendity’ Users may update their 
email address and mobile 

number and submit 

https://register.ema.europa.eu/identityiq/login.jsf
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User 
management 
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management 

Manage my unique EMA account / change password 

Al
l U

se
rs

 

EMA Account  
Management  
Platform https://register.ema.europa.eu/identityiq/login.jsf 

Log into EMA Account 
registration platform 

Select ‘Manage Passwords’ Select ‘Change’ and 
confirm current and new 

password before 
submitting 

https://register.ema.europa.eu/identityiq/login.jsf
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User management 

User 
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EMA Account  
Management  
Platform https://register.ema.europa.eu/identityiq/login.jsf 

Go to EMA Account 
registration platform 

Select forgot your password Fill out the forms and submit. 
The user will get an e-mail within 

minutes to reset the password 

https://register.ema.europa.eu/identityiq/login.jsf


IAM2 project 
Access management 

User 
management 

Organisation 
management 

• Request role and permissions

• Approve role and permissions

• Manage role and permissions

• Access EV applications

Users may grant a role for any EMA application to a user. 

Users can enter into EV applications, when granted roles that provide 
permission to do so. 

Users may request a role for any EMA application, also for EV. 

Users may control the access (revoke, change) roles for user belonging to an organisation. 

Access 
management 
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Access management 
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management 

Access 
management 
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management 

Request role and permissions for any EMA application, also EV (1/2) 
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EMA Account  
Management  
Platform 

Log in with EMA unique 
credentials 

https://register.ema.europa.eu/identityiq/login.jsf 

Select ‘Manage My Access’ 

https://register.ema.europa.eu/identityiq/login.jsf
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Access management 

User 
management 

Access 
management 

Organisation 
management 

Request role and permissions for any EMA application, also EV (2/2) 
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EMA Account  
Management  
Platform 

Request a role for a given application 

https://register.ema.europa.eu/identityiq/login.jsf 

Select for which given organisation 
that role need to be exercised and 

submit 

https://register.ema.europa.eu/identityiq/login.jsf
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Access management / Overview of EV related roles 

User 
management 

Access 
management 

Organisation 
management 

Request role and permissions for any EMA application, also EV (2/2) 
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EMA Account  
Management  
Platform 

Request a role for a given application 

https://register.ema.europa.eu/identityiq/login.jsf 

Select for which given organisation 
that role need to be exercised and 

submit 

Role name MAH Description NCA Description CS/NCS Descrption

EV NCA 
Responsible

This user is the RP of the NCA or PH centre. They can perform administrative actions (such 
as approving user access), and also adminstrative tasks such as: build hierarchies; 
create additional transmission virtual affi l iates; manage users assignment to the virtual 
affi l iates). 

This role is not applicable for NCS/CS 

EU QPPV

This user is the EU QPPV of the Organisation selected. They can perform administrative 
actions (such as approving user access), and also adminstrative tasks such as: build 
hierarchies; create additional transmission virtual affi l iates; manage users assignment 
to the virtual affi l iates).

This role is not applicable for NCA This role is not applicable for NCS/CS 

EV CS/NCS 
Responsible

This role is not applicable for MAH This role is not applicable for NCA

This user is the RP of the Organisation selected. They can perform administrative actions 
(such as approving user access), and also adminstrative tasks such as: build hierarchies; 
create additional transmission virtual affi l iates; manage users assignment to the virtual 
affi l iates). 

EV NCA Trusted 
Deputy

This role is not applicable for MAH

This user is the administrator role for an Organisation.  They can perform administrative 
actions (such as approving user access), and also adminstrative tasks such as: build 
hierarchies; create additional transmission virtual affi l iates; manage users assignment 
to the virtual affi l iates).

This role is not applicable for NCS/CS 

EV Trusted Deputy

This user is the administrator role for an Organisation.  They can perform administrative 
actions (such as approving user access), and also adminstrative tasks such as: build 
hierarchies; create additional transmission virtual affi l iates; manage users assignment 
to the virtual affi l iates).

This role is not applicable for NCA

This user is the administrator role for an Organisation.  They can perform administrative 
actions (such as approving user access), and also adminstrative tasks such as: build 
hierarchies; create additional transmission virtual affi l iates; manage users assignment 
to the virtual affi l iates).

xEVMPD QPPV Only for MAH, the user will  select this role if they have been appointed by their EU QPPV 
or responsible as QPPV of an authorised medicinal product This role is not applicable for NCA This role is not applicable for NCS/CS 

EV ICSR Browse This allows the individual user to access EudraVigilance and to perform queries on a read 
only basis. He can access ICSR  messages of the organisation assigned to. 

This allows the individual user to access EudraVigilance and to perform queries on a read 
only basis. He can access ICSR  messages of the organisation assigned to. 

This allows the individual user to access EudraVigilance and to perform queries on a read 
only basis. He can access ICSR  messages of the organisation assigned to. 

EV ICSR Browse & 
Send

This allows the individual user to access EudraVigilance to perform queries as well  as to 
create and send ICSRs. In addition, the user can receive safety messages with one or 
several ICSRs, store the safety essages locally and generate acknowledgement messages. 

This allows the individual user to access EudraVigilance to perform queries as well  as to 
create and send ICSRs. In addition, the user can receive safety messages with one or 
several ICSRs, store the safety essages locally and generate acknowledgement messages. 

This allows the individual user to access EudraVigilance to perform queries as well  as to 
create and send ICSRs. In addition, the user can receive safety messages with one or 
several ICSRs, store the safety essages locally and generate acknowledgement messages. 

EV L2B Access

Access right that allows the user to visualize personal data of the patient. (Narrative) 
Level 2B access is an additional and specific access right that can be assigned by the 
QPPV or trusted deputy to registered EVWEB or EVDAS users of the MAH. It should only be 
assigned to users related to MAH and users assigned to an organisartion with an existing 
role. (Only cumulative role). Previously, the users will  only have L3.

This role is not applicable for NCA This role is not applicable for NCS/CS 

EV MPR Browse This allows the individual user to access EudraVigilance and to perform queries on a read 
only basis. They can access MPR of the organisation assigned to. 

This allows the individual user to access EudraVigilance and to perform queries on a read 
only basis. They can access MPR of the organisation assigned to. 

This allows the individual user to access EudraVigilance and to perform queries on a read 
only basis. They can access MPR of the organisation assigned to. 

EV MPR Browse & 
Send

This allows the individual user to access EudraVigilance to perform queries regarding 
Medical Products Reports(MPR). as well  as to create and send extended medicinal 
product reports by means of extended medicinal product report messages and generate 
acknowledgement messages.

This role is not applicable for NCA

This allows the individual user to access EudraVigilance to perform queries regarding 
Medical Products Reports(MPR). as well  as to create and send extended medicinal 
product reports by means of extended medicinal product report messages and generate 
acknowledgement messages.

EVDAS NCA 
Scientific

This role is not applicable for MAH Role for EVDAS with access to individual case report forms and CIOMS This role is not applicable for NCS/CS 

EVDAS MAH 
Scientific

Role for EVDAS with access to individual case report forms and CIOMS This role is not applicable for NCA This role is not applicable for NCS/CS 

EV Contributor This role allows the user to be assigned to a Virtual affi l iate by a responsible role of the organisation. 

https://register.ema.europa.eu/identityiq/login.jsf
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Request role and permissions for any EMA application, also EV (2/2) 
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EMA Account  
Management  
Platform 

Request a role for a given application 

https://register.ema.europa.eu/identityiq/login.jsf 

Select for which given organisation 
that role need to be exercised and 

submit 

1/select the role 
by clicking on the 
flag, so it turns 

green  

2/after selection of 
the roles click on 

review and submit 

https://register.ema.europa.eu/identityiq/login.jsf
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EMA Account  
Management  
Platform 

Request a role for a given application 

https://register.ema.europa.eu/identityiq/login.jsf 

Select for which given organisation 
that role need to be exercised and 

submit 

https://register.ema.europa.eu/identityiq/login.jsf
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The change introduced 
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Management  
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Log in with EMA unique 
credentials 

View the open role requests by 
selecting ‘Approvals’ 

Approve a role request for a given 
application and a given organisation 

https://register.ema.europa.eu/identityiq/login.jsf
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Log in with EMA unique 
credentials 

View the open role requests Approve a role request for a given 
application and a given organisation 

https://register.ema.europa.eu/identityiq/login.jsf
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Log in with EMA unique 
credentials 

View the open role requests Approve a role request for a given 
application and a given organisation 

1/approve or deny 
the role by clicking 
on the designated 

action buttons 

https://register.ema.europa.eu/identityiq/login.jsf
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User 
management 
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management 

Organisation 
management 

Manage role and permissions of users beloning to the QPPV -Responsible’s 
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EMA Account  
Management  
Platform 

Log in with EMA unique 
credentials 

https://register.ema.europa.eu/identityiq/login.jsf 

Select ‘EV Role Admin’ Select , the application, a given 
organisation and a given user 

whose role(s) you want to revoke 

https://register.ema.europa.eu/identityiq/login.jsf
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The change introduced 

User 
management 

Access 
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Organisation 
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Access EV applications 
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EVWEB 
EVWEB 

Log in with EMA unique 
credentials 

select the organisation on behalf 
which actions need to be performed 

Good 
to go 
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XEVMPD 

Log in with EMA unique 
credentials 

select the organisation on behalf 
which actions need to be performed 

XEVMPD 

Good 
to go 



IAM2 project 
Access management 
 

User 
management 

Access 
management 

• Create a new organisation or update an existing one  
 

• Manage the organisation hierarchy in EV 
 

 
 

Users can: 
• Refine organisation details for EV purposes as well as attribute affiliation between 

organisations. 
• Create virtual affiliation of organisations. 
• Grant users permission to the virtual affiliates. 

 

Users may create a new organisation or update existing (one add location, etc.). 

Organisation 
management 
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* Requesting a SPOR role first is a 
precondition to create organisations 

https://spor.ema.europa.eu/omswi/%23/
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* Requesting a SPOR role first is a 
precondition to create organisations 

SPOR Unaffiliated 

https://spor.ema.europa.eu/omswi/%23/
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* Requesting a SPOR role first is a 
precondition to create organisations 

SPOR (Super) User 

https://spor.ema.europa.eu/omswi/%23/
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View the organisation detail 
and manage EV specific    

Manage the affiliation of 
organisations * 

Create virtual affiliation of organisations 
and grant users persmission to the virtual 

affiliates 
* A responsible needs to have a responsible role for both 

organisations to see them 
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IAM2 
Where to find more information 

• Details on how to register with EudraVigilance 
can be found on the Agency’s 
EudraVigilance registration page 

• Please note that the registration process on this 
webpage will/has recently been updated to mark 
the harmonisation to the unique EMA account as 
of 26 July 2018. 

• The upcoming/recent changes are summarised on 
the next slides 

• Users will be able to access the different parts of the EudraVigilance system depending on 
the access rights assigned to them 
 

• At the time of registration of an organisation a user(s) within that organisation will be 
assigned the role of administrator which will enable them to: 

• Grant access to new users 
• Remove existing users 
• Set access permissions for users 
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IAM2 project 
What does not change? 
 

 
• The roles and access rights are not changed. Nor are the current assignations in EV.  

Just the process and application to request and grant them is made more user friendly 
and controlable. 

• The user still requests an EV role for a given organisation and the QPPV/responsible for 
that given organisation grants or rejects the requested access.  It will become self 
manageable. 

• The QPPV or designated deputy acts as central point in the organisation for the 
registration proces. The QPPV/responsible can still delegate his tasks to multiple other 
designated deputies.  It will become self manageable. 

• The validation and certification of the first QPPV/responsible of an organisation by the EMA 
Service Desk, both for request access and request removal access. 

• The possibility to de-assign a user from its role.  It will become self manageable. 
• The way hierarchy of organisation is managed in EV, including the concept of virtual 

affiliates inside EV. 
• The process to perform business mergers, swaps, splits, etc. The EMA Service Desk still 

needs to be requested to perform based on valid business documentation. 
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