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| Introduction

The CTIS High-level Administrators (Sponsor, Member State, and European Commission
Administrator) are roles that are requested and managed outside CTIS and need to be validated
by EMA based on specific documentation to be provided by the user requesting this type of role (in
case there are no other High-level Administrators or External Organisation Administrator! in an
organisation).

High-level Administrators are assigned in the EMA’s Account Management portal through a request
via the Identity Access Management (IAM) process. Once approved, the CTIS High-level
Administrators are able to manage all users within their organisation (Business roles and Medium-
level Administrators in CTIS; and additional CTIS High-level Administrator roles in the EMA
Account Management portal). Refer to the eLearning of Module 7: Management of roles and
permissions for more information.

The Sponsor Administrators are the High-level Administrators in the sponsor workspace; while the
Member State Administrators and the European Commission Administrators are the High-level
Administrators in the authority workspace.

This step-by-step guide explains the steps to request High-level Administrator roles via the IAM
process.

This section outlines the steps that users need

[ON Request a to follow to request the following High-level
‘{% High-level Administrator roles: Sponsor Administrator, MS
2] Admin role Administrator and European Commission

Administrator.

O Ap_prove / h This section outlines the steps that the already
reJeCt a H'_g - assigned CTIS High-level Administrator users

ﬁ level Admin need to follow to approve or reject a High-level
role Administrator role request.

1 https://register.ema.europa.eu/identityig/help/useradmin.html#OrganisationAdmin - "External Organisation Administrator”
section
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Request a EMA Account Management portal
High-level
Admin role

1. Once the users are registered and have credentials, they can open the EMA Account Management
Homepage and sign in using the EMA credentials.

EUROPEAN MEDICINES AGENCY
Account Management # Welcome Page || Sign in
Welcome to EMA Account | t | Self & access t

9

About EMA Account Management
EMA Account Management is the European Medicines Agency's (EMA) secure online platform where you can request and manage access to EMA applications.

2. Users can introduce their Username and password.

EMA Account Management

O

Username

Password
Create a new EMA account Forgot Password?
Not sure if you have an EMA account? Forgot Username?

3. Then they can click on the Request Access for Organisations’ tile in the Account
Management Portal dashboard.

A Home # Edit

Approvals >
Welcome Page » Search your orga...» Manage My Access» Request Access f... » Track My Requests» O

Edit Identity 3 EMA Service Desk 3

If users are not registered in Users will receive a

the EMA Account management :
# C | IS : token to verify the
portal, a new EMA account will account and a

= - need to be created (refer to - ; .
: : ; confirmation email of
In Slg hts the Quick guide of Module 3: the registration.

User Access Management).



Request a
High-level
Admin role

4. Once they are in the Request Access for Organisations page, they will add at least two search
criteria: ‘Country’ (required) and organisation ID or Organisation name, etc. and then click ‘Next’

Search Criteria

Search Criteria
Provide the search criteria to look for the desired
organisations:
= Select one or more country by typing in the Country
field, selected countries will appear under the field
« Provide one of the other search criteria like the
organisation name
« By default searches are performed in English (EN)

02 | Search Organisations 03 | Select Roles 04 | Additional Info 05 | Request Submitted

Country

Required

i |

Other Criteria

R o Organisation ID Organisation Name Location ID City
documentation, test organisation
Postal code Address Language  Required
EN

Organisations

2 results

Id

D orc-10003284

ORG-100032565

Request the role

feset

5. Once the criteria have been added, on the next page, they can select the organisation or
organisations they want to request the role for.

Select Organisations. 03 | Select Roles 04 | Additional Info 05
Search

Name Country  Location City  PostalCode  Address Identifier

Test Organisation Spain ~ Spain L0C-100050755  null 28001 Santiago Calle 10,28001,Spain

Test Organisation Greece  LOC-100050756  null 11142 Olympians Street 12,111 42,Greece

Request Submitted

Add organisation

Acronym

Back

6. Once the organisation(s) has been selected, on the next page, they can search the key word
'‘CTIS'. Users can select the High-level Administrator role to be requested and then they can

click on the ‘Next’ button.

Selected
Organisations

ORG-100032564 - Test
Organisation Spain

ORG-100032565 - Test
Organisation

#CTIS
= insights

Roles search
cTIs
2 results
Name Description

CTIS High Level
European
Commission
Administrator

CTEUPD European Commission administrator

Language
Required?

Request this role to assign roles or approve role requests in CTIS to users performing activities in

CTIS on behalf of your organization. It is recommended to have at least 2 Sponsor Admins per
organisation.
J——— This role will give you access to CTIS UserAdministration Tab where you are accountable for
assigning roles, approving role requests/CT access.
sponsor
Administrator

step is required. Click on the attachment icon to upload a completed and signed copy of the

For the first person to request Sponsor Admin role for your organisation, an additional verification

Affiliation Template Letter, as proof of authority to represent the organisation. This must be on the

official company letterhead and signed by someone currently employed by the organisation for
which you will assume the Sponsor Admin role.

When the registration opens, users
will be able to download a template
of a letter of affiliation at
https://reqgister.ema.europa.eu/ide
ntityig/help/affiliation
template.docx.

Back

Users can add a
description of the
document by
selecting the
‘Pencil” icon next to
the document.


https://register.ema.europa.eu/identityiq/help/affiliation%20template.docx

Request a
High-level
Admin role

7. Users can click on the ‘Attach’ button (paper clip icon).

Add Access @

x  CTIS High Level Sponsor Administrator [ Details

CTEUPD Sponsor administrator

Type: Role Owner: CTEUPD SPONSOR ADMIN Approvers

8. Then they can attach the Affiliation Letter and select the ‘Ok’ button. This step is mandatory only if
no other High-level Administrator or External Organisation Administrator exist for that organisation.
If there is a High-level Admin, the necessity of this step is defined internally by the organisation’s
internal procedures.

Attach a File to CTIS High Level Sponsor Administrator

* Indicates a required attachment

« Please attach a proof of affiliation, you can dowload the template here: https://register-
test.ema.europa.eu/identityiq/help/affiliation template.do

4 Dregenddropfie here
W0 {or click to upload a file

Attached to This Item

test.pdf Enter a description # L ox

9. Finally, they can click on the ‘Submit’ button.
Previous Cancel |
To request the MS Admin role, the user When a request is
needs to populate the name of the i
ot . S approved, the user will
organisation -or National Organisation- receive a confirmation
6 insi hts that has the responsibility to assign the email
. g roles of the MS Admin to authority '

users. (Refer to appendix)
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Request a Complete the form
High-level
Admin role

10. Once the users have attached the affiliation letter, they can click on *‘Next’ button.
The Additional Information page is displayed only if the combination of selected organisations
and roles requires it. If no additional information is required, your request will be submitted.

[+ Jrorn—

Set Password
. Password

Active Directory Externa

Add Attachment
The fllowing rokes requine an a
The role requiring

additional information Multiple attachments
is displayed in the e s i (SR TS s - ey Drop here or browse can be provided but
righthand panel please note that the
same affiliation letter
can be re-used for
multiple roles and
Remeue multiple

Remoel organisations.

e more hilp? Hive a 1ok at the step by step doeumentation
Back

RIS Ingusiry User Admin (ORG-100032487

11. After the completion of the request, they will see that the request has been submitted and the
Request ID.

° Search Criteria ° Select Organisations ° Select Roles ° Additional Info Request Submitted

Request Submitted

Request ID: 0000024293

Go to requests New Request

12. When the request is approved, a new tile will be displayed in the EMA Account Management
portal Home dashboard: the CTIS Role Admin.

EUROPEAN MEDICINES AGENCY
GAccount Management

$= Home My Work ~ A  loremipsum ~

A Home # Edit

Approvals >
Welcome Page » Search your orga... » Manage My Access » Track My Requests » O Edit Identity >

EMA Service Desk » CTIS Role Admin >
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Approve
/reject a
High-level
Admin role

Approve a request

1. Users can view the request in the ‘Your pending approvals’ section EMA Account Management
portal Home dashboard and click on the request.

A Home s Edit
Welcome Page 3 Search your organisati... » Request Access for Or... » Track My Requests >
Approvals >
Manage Access > 1 Edit Identity > EMA Service Desk »
CTIS Role Admin > External Role Admin >
Your Pending Approvals Latest Forms
Approval For Requested Item Date
Requester
First Last CTEUPD SPON... 06/10/2022 1... >
First Last
Currentlv no data

2. They can review the request details.

Owner Approval - Account Changes for User Name and email address of user | | 1 Request
Requested on: May 11, 2021 3:10:38 PM  Requested by: Odysseus Ithaca Work Item ID: 120549 Assigned to: Org name and ID | Approvers #

»h Approve All i@ Deny All (i} ®

Add: CTIS High Level Sponsor Administrator (ORG-100022987 - Test Organisation 1) (i} L J s Approve '® Deny

CTEUPD Sponsor administrator

3. Users can select the ‘Approve’ or ‘Deny’ button.

Owner Approval - Account Changes for User:| Name and email address of user || 1 Request

Requested on: May 11, 2021 3:10:38 PM Requested by: Odysseus Ithaca Weork Item ID: 120549 Assigned to: Org name and ID |Apurovers &

ol Approve All @ Deny All (i} [ J =
Add: CTIS High Level Sponsor Administrator (ORG-100022987 - Test Organisation 1) [i] [ b Approve ® Deny

CTEUPD Sponsor administrator

4. Finally, they can complete the approval by clicking on the ‘Complete’ button on the pop-up

window.
Complete Approval

You have completed all items in this approval. Click Complete to complete the approval or

Cancel to change your decisions.
Cancel Complete

CTIS High-level Administrator users If multiple requests have been
will receive an email when a new received, any of the already
# CTIS request is submitted for approval. assigned CTIS High-level

More information on the IAM Administrator can approve or

= |nS|g htS process:https://register.ema.europa deny all requests by using the

.eu/identityig/help/useradmin.html ‘Approve all’ or ‘Deny all” button.



https://register.ema.europa.eu/identityiq/help/useradmin.html

Appendix Member State and European Commission
Administrator Organisations

Member
State/EEA MS ADMIN(S) ORGANISATION NAME
countr
Austria Bundesamt fir Sicherheit im Gesundheitswesen (BASG) ORG-100004043
Belgium Federal Agency for Medicines and Health Products (FAMHP) ORG-100003913
Bulgaria Bulgarian Drug Agency ORG-100003914
Croatia Ministry of Health ORG-100006835
Cyprus Pharmaceutical Services, Ministry of Health ORG-100003916
Czech Republic State Institute for Drug Control ORG-100003917
Denmark Danish Medicines Agency ORG-100003918
Estonia State Agency of Medicines ORG-100003919
Finland Finnish Medicines Agency ORG-100003920
France ?Eﬁgae) nationale de securité du medicament et des produits de sante ORG-100003921
Germany Bundesinstitut fir Arzneimittel and Medizinprodukte (BfArM) ORG-100003923
Greece National Organisation for Medicines (EOF) ORG-100003924
Hungary OGYEI-National Institute of Pharmacy and Nutrition ORG-100003925
Iceland Icelandic Medicines Agency ORG-100003926
Ireland Health Products Regulatory Authority (HPRA) ORG-100003927
Italy Agenzia Italiana del Farmaco (AIFA) ORG-100003928
Latvia State Agency of Medicines of Latvia ORG-100003929

Liechtenstein ORG-100003930

Amt flr Gesundheit/ Office of Public Health

State Medicines Control Agency under the Ministry of Health of the Republic

Lithuania ORG-100003931

of Lithuania
Luxembourg Ministére de la Santé ORG-100003932
Malta Awtorita dwar il-Medicini/ Medicines Authority ORG-100003933
Netherlands Central Committee On Research Involving Human Subjects (CCMO) ORG-100010223
Norway Norwegian Medicines Agency ORG-100003936
Poland Office for Registration of Medicinal Products, Medical Devices and Biocidal ORG-100003937
Products
Portugal INFARMED - National Authority of Medicines and Health Products, I.P. ORG-100003939
Romania National Agency for Medicines and Medical Devices of Romania ORG-100003940
Slovakia Statny Gstav pre kontrolu liediv/ State Institute for Drug Control ORG-100003941
Slovenia Javna agencija Republike Slovenije za zdravila in medicinske pripomocke ORG-100003942
(JAZMP)
Spain Agencia Espafiola de Medicamentos y Productos Sanitarios (AEMPS) ORG-100003943
Sweden Lakemedelsverket/ Swedish Medical Products Agency ORG-100003944
 uopeancommisson | _ORcID
Directorate General for Health and Food Safety ORG-100003976
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Domenico Scarlattilaan 6
1083 HS Amsterdam
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Telephone +31 (0)88 781 6000
Send a question

Clinical Trials Information System (CTIS)
Step-by-step guide: Management of roles and permissions

High-level Administrator registration
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