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AI in Medical Devices and 
Digital Healthcare Applications –
the BfArM perspective
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Central tasks of the BfArM:   

→ To license and to improve the safety of 

drugs

→ To register and to evaluate the risks of 
medical devices

→ To monitor the traffic with narcotics and 

precursors

→ To establish classifications, terminologies, 

standards and data based information 

systems for health care
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The changing World of Medical Devices…
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…and tomorrow?

Source: Amazon, Paramount Pictures
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Digital Medical Devices - Initiatives of BfArM

BfArM-Guidance
„Medical Apps“

BfArM in dialogue „Medical 
Apps“ 

• Apps as Medical 
Devices,

• Clinical trials,

• Data safety,

• reimbursement

2014

2015 I
2016

Innovation Office
Support & Advice -
„Project Guidance“

2017
2018

Public Health Journal
„E-Health and Medical 
Devices“ 

BfArM in dialogue
„Cyber Security“

• Perspectives,

• Hacker, 

• Manufacturers,

• Sensitization

• Support

2019

Roadshow
„DiGA-Fast-Track“ 
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„AI“ – reliability?

With regard to the F1 measure, 
which combines accuracy and 
hit rate of data, the AI system, 
at 0.885, was better than the 
two groups with younger 
physicians, but worse than the other three. 
The most experienced group of physicians reached 0.923.

…

However, the algorithms used are not traceable and it cannot be 
explained how a decision is reached.

https://www.heise.de/newsticker/meldung/Kuenstliche-Intelligenz-fuer-Diagnosen-in-der-Kindermedizin-

4304048.html
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„AI“ – reliability?

“At the same time it is important to comprehend the decision-making process itself. 
In other words, transparency of the what and why in a decision of a nonlinear 
machine becomes very effective for the essential task of judging whether the 
learned strategy is valid and generalizable or whether the model has based its 
decision on a spurious correlation in the training data.”

© Nature Communications / CC BY
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https://www.spiegel.de/netzwelt/web/cyberattacke-im-krankenhaus-wie-
forscher-eine-krebsdiagnose-manipulieren-a-1261330.html

© Ben Gurion University

https://youtu.be/_mkRAArj-x0

• Researchers at Ben Gurion University 
(Israel) have shown how malware can 
be used to manipulate the basics of 
cancer diagnosis. 

• In a simulated cyber attack on a 
hospital, the researchers showed how 
an attacker could use special malware 
to modify the image files in question.

• Their technology would make it possible 
both to simulate cancer and to remove 
existing cancer cells from the images.

• The researchers describe the system 
with which the files are transferred 
from the computer tomographs to the 
radiologists' computers as the central 
weak point.

„AI“ – reliability?
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“The traditional paradigm of medical device regulation was not designed for adaptive AI/ML technologies, 
which have the potential to adapt and optimize device performance in real-time to continuously improve 
healthcare for patients.” (FDA)

➢ Output changes not only depending on input parameters but also on training data, current state of
adaptation…

• What/How to regulate?
• How to test and ensure safety and performance?
• Risk Management?
• Responsibility? Manufacturer vs. Training?

„AI“ – Regulatory challenges
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What is a „DiGA“?
And how are they assessed?
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Definition of Digital Health Applications (DiGA)

• Medical device of risk class I or IIa
• Supports the recognition, monitoring, treatment or alleviation of diseases, injuries or disablilties
• Main function based on digital technologies 
• Used only by the patient or by the patient and the healthcare provider together 

Requirements for being listed in the DiGA Directory:

• Safety and performance (CE-marking according to MDD/MDR)
• Data protection, information security and futher quality requirements
• Positive healthcare effects

What is a „DiGA“?
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Positive healthcare effects of DiGA

DiGA listed in the directory must have proven at least one of these positive healthcare effects:

perceptible effects for a patient specifically 
regarding:
• improvement of the state of health
• shortening of the duration of the disease 
• extension of survival 
• improvement in the health-related quality 

of life.

supporting the health behaviour of patients or integrating
the processes between patients and healthcare providers. 
Might be one of the following:
1. coordination of treatment procedures,
2. alignment of treatment with guidelines and recognized

standards,
3. adherence, 
4. facilitating access to care, 
5. patient safety,
6. health literacy, 
7. patient autonomy, 
8. coping with illness-related difficulties in everday life, or
9. reduction of the therapy-related efforts and strains for

patients and their relatives

Patient-relevant improvement of structure
and processes in healthcare (pSVV).

Medical Benefits
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The DiGA Fast-Track Procedure
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BfArM is an active member of the
HMA-EMA Big Data Taskforce

AI – better in a network
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• Artificial Intelligence for Health (A4IH) offers substantial improvements forcpublic and clinical health, e.g. 
early detection, diagnosis and riskcidentification, treatment decision support, self-management, 
improvedccoutcomes, …

• For world-wide adoption, need evaluation standards on effective AI for Health
• Focus Group AI for Health (FG-AI4H) created July 2018; open platform

(Chair: Thomas Wiegand, TU Berlin/Fraunhofer HHI)
• FG-AI4H goals: standardized framework for benchmarking and evaluation of AI solutions

ITU/WHO Focus Group AI for Health
https://itu.int/go/fgai4h
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AI – helping BfArM to keep the focus on the big picture…
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AI – helping BfArM to keep the focus on the big picture…

Software Issue / Abnormal UI Exit

Output Issue / False Reading From Device

Protective Measure / Alarm Issue
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Find out more at www.bfarm.de
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Federal Institute for Drugs and Medical Devices
Medical Devices Division
Kurt-Georg-Kiesinger-Allee 3
D-53175 Bonn

Contact person
Dr. Wolfgang Lauer 
wolfgang.lauer@bfarm.de
www.bfarm.de 
Phone +49 (0)228 99 307-5355
Fax +49 (0)228 99 307-3894

Thank you very much for your attention!

Contact


