Housekeeping notes — Personal data protection notice

EUROPEAN MEDICINES AGENCY

' Please note that this session is being recorded and will be made available through EMA
°® Corporate Website and YouTube channel.

Throughout the session, participants will be able to ask questions or give their input via the audience
interaction tool Slido.

Interaction via Slido is voluntary, and you may opt to remain anonymous. If you chose to use
Slido, you consent to the processing of your personal data as explained in the EMA Data Privacy
Statement for Slido.
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Housekeeping notes - Q&A &

EUROPEAN MEDICINES AGENCY

Join at Lo + Join via QR code or slido.com - p/ease provide your questions and
slido.com e porid, comments in Slido only
#3951 938 : ],._ oy + Send or upvote the questions you want to hear answered - before raising
s a question check whether its has been raised already and vote for it

= N Q&A Management

* Questions will be shown on the screen
and managed live in the Q&A session

* EMA colleagues will attempt to address « Unanswered questions will be reviewed, and the most

questions in writing throughout the session relevant ones may be addressed in other webinars or
« EMA colleagues will verbally address in a FAQ document.

(unanswered) top voted questions at the end
in the live Q&A session.

: Unanswered questions

» This can be due to high volume of questions or
assistance of a specific colleague not available today is
required.

+ We may request that you ask Questions on specific
issues/cases in Service Desk to be tracked,
investigated and adequately assigned.
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Webinar materials sharing

EUROPEAN ME[iCI NES AGENCY

Presentations will be* available at: Recordings will be available at:
* SPOR Portal Documents section « EMA YouTube Channel
+ EMA Events Web Page « EMA Events Web Page

*1st version of presentation already published,
to be updated with final version (if necessary)

“. If you would like to receive recordings and presentations via email, please register your
e-mail address in Slido (www.slido.com) using the code #3951938.
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EUROPEAN MEDICINES AGENCY

SCIENCE MEDICINES HEALTH

Service Desk for SPOR and XEVMPD

10 October 2023, 10:00 - 12:00 Central European Summer Time (CEST)
Presented by Veronika Baker, Marcelo Nahmijas and Taavi Pehme

SPOR Webinar Series — 2-12 October 2023

An agency of the European Union H




H2 2023 SPOR Webinars -

EUROPEAN I\AEDiClNES AGENCY

During SPOR webinars, EMA's Regulatory Data Management Service team
talks about all aspects of regulatory data management and how it works today.

Webinar title @ o [ @rime

SPOR and XEVMPD Data Governance 2 October 2023 10:00-12:00 CEST
Referentials Management Service (RMS) 3 October 2023 10:00-12:00 CEST
Organisation Management Service (OMS) 4 October 2023 10:00-12:00 CEST

Substance Management Service (SMS) 5 October 2023 10:00-12:00 CEST

Product Management Service (XEVMPD) 6 October 2023 10:00-12:00 CEST

) Service Desk for SPOR and XEVMPD 10 October 2023 10:00-12:00 CEST
EMA Account Management 11 October 2023 10:00-12:00 CEST

SPOR application programming interface 12 October 2023 10:00-12:00 CEST

(API) - SPOR API
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Goals of the session

EUROPEAN MED}CI NES AGENCY

%) Explain how the EMA Service Desk works

%) Clarify the use of ServiceNow to raise requests/questions and to report issues

%) Provide information on planned improvements for external customers
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EUROPEAN MI:DIVCI NES AGENCY

Welcome

1 S Resolving/closing of tickets and follow-up

2/ Interaction with EMA Service Desk o Points to consider: The DOs and DON'Ts

ic] Access to EMA Service Desk 10 ServiceNow: roadmap and planned improvements @
4 Issue with an IT application 11 Key takeaways and Conclusions

5 Request for service(s) 12 Q&A Session

6 Request for information

0 0600
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EUROPEAN MEDICINES AGENCY

Interaction with EMA Service Desk

Presented by Taavi Pehme
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Service Desk — Owner of the end-to-end resolution &

EUROPEAN MEDICINES AGENCY

+ Service Desk (SD) is the first point of contact and
the owner for all incidents

« SD resolves, manages, monitors, reports and
follows up the incidents through the entire life
cycle including internal and external contributors

SD monitors and reports on the cross-
agency daily status of the Application
as well as the historical performance
of the operations

iy

SD participates in cross-agency planning SD is responsible for maintaining the IT
activities, service improvement workshops, and knowledge Base on the ServiceNow portal
provides constructive proposals and feedback allowing you to find information quickly

8 For Questions: www.slido.com code: #3951938




Customer-centric communication CJ

EUROPEAN MEDICINES AGENCY

Service Desk (SD) owns the end-user
communication of service disruptions
and outages via ServiceNow portal, e-
mail and other possible channels

SD works closely together with
Business to identify the priorities and
main customer concerns/interests

SD obtains the estimates of issue
resolution from the application
development teams and keeps users
informed via regular ticket updates
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Service Desk process flow: From customers’ perspective

EUROPEAN MEDICINES AGENCY

m Check ‘Planned
Access EMA i ,
] Maintenance
. Service Desk
ortal and
Need of > ‘Knowledge
support Articles’
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Report the
issue using the
relevant
'Report an
Issue’ form

|

Request
support or
service using
the relevant
'Request
service(s)’
form

Request
information
using the 'Ask
a Question’
form

Receive ticket
summary via email
or
check '‘My Requests’
section

Includes info on state
of the ticket and
updates

Receive ticket
update(s) or
confirmation of
resolution/fulfilment
of request/answer to
question

Report Resolution Conclusion
Review! available information & submit Monitor & follow-up Close or re-open

Close
ticket

Reopen
ticket



EUROPEAN MEDICINES AGENCY

Access to EMA Service Desk

Presented by Marcelo Nahmijas as a system demonstration
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Service Desk process flow: From EMA perspective

EUROPEAN M INES AGENCY

| Repot 4 Resotion A conclusion
o
( 9

8
c
S IT Support
A . = ~D
- . - If correct
A ticket is “ ticket type . _—
created - Investigate/fix issue/ Inform m
SUPPORT retrieve information customer
EMA Service or
Desk S + ask for further information Customer
es % (customer or business)
Review ticket O g .
) Review answer &:
A g Al
glch:rﬁt ‘QU 11 * Close ticket
icket type N
2 v
Q
Cancel 3 ¢ Reopen
. S A Il
ticket & ‘ ‘
Business
support
Open ticket on » Investigate/retrieve data or information
behalf of customer or

» ask customer for further information or assign to

IT support x
. . Pending/On Hold
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ServiceNow demo L2
EUROPEAN MEDICINES AGENCY

ServiceNow was introduced as the tool to access EMA Service Desk portal on 12 September 2022,
and it is available as a web and mobile application

Web View Mobile App

https:/

My active items.

Preview
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Accessing EMA Service Desk web portal

EUROPEAN MEDICINES AGENCY

-0, Log in to the ServiceDesk portal

Log in to the ServiceDesk portal using your Active Directory External account credentials

+ To set up your Active Directory External account credentials go to EMA Account Management portal and sign in
using your EMA account credentials

If unsure what your password is, use 'Forgot Password’ to re-set it

« If you do not have an EMA account, create an EMA account

|_| Two-factor authenticator

Add a two-factor authenticator in case you have none registered in our systems

If experiencing issues with two factor authentication, please contact this number:

+31 (0)88 781 8520 or email address: servicenow@ema.Europa.eu

o

Dedicated webinar on user management (EMA Account Management webinar) is available on 11 October
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https://www.microsoft.com/en-us/security/mobile-authenticator-app
mailto:servicenow@ema.Europa.eu
https://support.ema.europa.eu/esc
https://register.ema.europa.eu/identityiq/login.jsf
https://register.ema.europa.eu/identityiq/external/registration.jsf#/register

Accessing EMA Service Desk via Mobile App @

EUROPEAN NflliLglCl NES AGENCY

Download “"Now Mobile” app _ When asked for “Instance — Enter the e-mail address used
from the app-store or Google Address”, enter for regular EMA login and your
Play Store https://support.ema.europa.eu/ password

QO &

By clicking on “'Stay signed in” _ Enter the code you have _ Enter your phone number and
you access the mobile app faster, received via call or text message select your preferred contact
bypassing the login screen on the phone number provided option to verify your identity

knowledge base article ]
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https://support.ema.europa.eu/esc?id=kb_article&table=kb_knowledge&sys_kb_id=182dc8274791ed10c74d21a9e16d4319
https://support.ema.europa.eu/

EMA Service Desk portal home screen

EUROPEAN MEDICINES AGENCY

I 'Search panel e

- for knowledge articles that might help answer your
question/resolve an issue
 for the required form to submit your enquiry

Informason Securny Sevoes ~

Main Categories

|

|

|

|

|

|

|

I How can we help?
1 - Browse available forms and knowledge articles for

I each section

|
| Planned Maintenance announcements

|
| Quick links to other services

| . .

I My active items

: « Overview of open tickets submitted or watched by you

I My Assessments and Surveys

|

My Favorites

« Overview of articles and request forms marked as
‘favourite’

My Requests

Quick links

« Overview of tickets opened/watched by you
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The search panel: Knowledge articles demo -

EUROPEAN MEDICINES AGENCY

(@) EMA | serviceNow = = @) EMA | serviceNow Search My Favorites My Requests

IT~  Feciiiies Suppor »  Business Services »  Information Security Services = IT »  Facilities Support »  Business Services »  Information Security Serviees v

Home > Sesrch

How can we help?

Al Catalog  Knowledge

Filters. Surmaied et

Fumen resulsary
- Catalog tem Category
New EU number request
[ Human regulatory

Request s new EU number

[ Veterinary regulatory

, Knowledige Article
Category

#za
o New EU number request

Fauest 8 new EU mumber

Geners| | KBO010445 | 5 months s

% How to receive an EU substance number

The Bl subsiance
rerted in the XE

Geners! | KB0010444 | 4 months seo.

@ How to receive an EU MP number

The
Eudes
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The search panel: Forms

Search for available forms to submit your
I enquiry

(®) EMA | serviceNow Search My Favorites My Requests

IT~  Faciliies Support ~  Business Services »  Information Security Serv

Home 3 Search

Al Catslog  Knowledge
Filters
- Catalogitem Category )
o @ Report an Issue with PMS
@) EMA | serviceNow My Favorites My Requests [ sPoR Report an issue with the Product Management Services (PMS)
[ EudracT
IT = Facilities Support »  Business Services v Information Security Services v [ PLM Portal - eAF
[0 Account

Faqan

Report an Issue with PMS

How can we help?

| technical issus

Saer an s vt ehe Brece Lianagers

O EudraGMDP
[ RIS

Fequas

Report an Issue with SMS

. Knowledge Article
c:

B [ T ——

Report an issue with OMS

Seoor on Bk wth the Ormaion Hisnazmmers.

@
@
@
@ oo i s
]
®
(]

Report an lssue

Seauassscsisiance o an B vou o1 oo

Report an Issue with XEVMPD/Art 57

Fxsaran s vt the Bitened Euese

Frasuss Ditianers HEVED)

Report an Issue with EudraCT

Sasen s sl bsa a1 Sapier] on S
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‘Main Categories’ section demo \J
EUROPEAN MEDICINES AGENCY

o=== ° Applications: Browse forms and articles related to EMA applications

- Accounts & Access: Browse Account & Access related forms and articles
(e.g.: EudraVigilance registration related access, Eudralink account etc.)

- Audio Visual & Virtual meetings: available by default, no forms available

- Report an Issue form: Quick access to the forms to report a technical issue with an IT
application

- Request a Service: Quick access to the forms to request a service related to IT
applications

- IT for IT: Browse available articles related to Infrastructure Transformation

- Ask a Question form: Quick access to the form to request information

Main Categories

Audlo Visual &
o Applications J Account & Access @ -p’uri ‘:vr\-:::tl:x 3 Report an lssue

_________________________________ @ Reguest & Service =) IT for IT Q Aszk 8 Questlon
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‘Planned maintenance’ and ‘Quick links’ sections demo '5
EUROPEAN M

EDICINES AGENCY

Information about an upcoming
maintenance of various IT applications

Quick links to other webpages/services

Planned Maintenance

We publish information on planned service availability below. This includes events

occurring over the next 5 days. Jira Service Desk =

Due to essential maintenance, the EudraCT website is going to have a |
downtime today between 18 and 18.30 (CET). We apologise for any 1
inconvenience caused. I

|
|
|
|
|
|
|
|
|
:
|
|
|
|
|
|
|
|
|

Due to maintenance the Splatbox will be unavailable for a short while. Qur
maintenance will start at the 9th of March at 23:00 CET.
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‘My active items’ and ‘My Assessments and Surveys’ sectio

EUROPEAN MEDICINES AGENCY

My active items

1 Requests 1 Surveys

Tasks

My Assessments and Surveys

El] EMA - IT Satisfaction survey
RITMO034888 » Dusin 4d
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"My Favorites’ and ‘My Requests’ sections

f :' Overview of tickets submitted by you

|
|
(open/closed/any status) :
|

! B Overview of articles and request forms

I marked as ‘Favourites’ I

() EMA | serviceNow Search My Favorites | My Requests @ EMA

ServiceNow My Favorites | My Requests.

IT~  Facilities Support ¥  Business Services ¥ Information Security Services ~ IT+  Facltics Support »  Business Services ~  Information Security Services =

Home > My favorites Home > Requests

My Requests

My favorites
View| Any stats ‘ || search ai requests
' | mE
Browse favorites Sortby | Date added (newest) ]
Request State Updated
Al(S) (& Request A4 [ Request v (& Recues v Closed Complete @ 2moago
Request for Information Report an lssue with Request XEVMPD/Art 57
B ook XEVMPD/Art 57 Services . . .
@ = enore of an authorised medicingl products Closed Complete @smosze
) I nfommation o
J achments in the A Closed Complete @6moaze
B Artcle v B anicle -
How-to set up Multi-Factor How to receive an EU substance My Watched Requests
authentication (MFA) to access... number
View[ open [a]

You donot have any requests
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EUROPEAN MEDICINES AGENCY

Issue with an IT application

Presented by Marcelo Nahmijas as a system demonstration
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How to log a technical issue with an IT application proces¥s(=sle

EUROPEAN M

REportanissueN(lncidents)

To report a technical issue with an IT application

Examples: Unable to perform the required action in an application,
error messages when working with an application, system not
performing as expected etc.

1 In the '‘Main Categories’ select ‘Report an Issue’ option

2 Enter details of your request in the form

Specify the correct ‘Service’ and ‘Service Offering’
3 to identify the application to which your issue relates to
- the ticket is assigned to the correct team

4 Add attachments (if required) and submit the form
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Main Categories

Audio Visual &
G Applications ) Account & Access @ Virtus M-'tl:x
usl Mestings

3 Report an lssue

@ Request & Service o IT for IT G Ask 8 Question

Report an Issue with XEVMPD/Art.57
Report an issue with the eXtended EudraVigilance Medicinal Product Dictionary [XEVMPD)

rt a technical is: ith the XEVMPD Data

WEB) or XEVMPD Gateway.

* Raise this request on behalf of
(o m— -]

*Subject

| EVWEB for XEVMED not working |

* Description

Dear support.

5 with the XEVMPD user interface (EVWEB). When trying to create an XEVPRM, the
al
tep description and screenshats in the attachment.

WE are experiencing iss
system does not react as
Please see detailed step

Many thanks for looking into this. |

step description and sereenshots.decx (19.2 KB) , x

‘ Step by

justno

& Add attachments




‘Incident’ record lifecycle & & timelines -

Reopen
within 5 working days

EUROPEAN MEDICINES AGENCY

Ticket is triaged (priority is ] ) )
assigned) and worked on by Work' on the ticket Respozse is provided
the responsible team is paused to the customer

New In Progress m Resolved Closed

On hold reasons: Canceled
- Awaiting caller

- Awaiting change

- Pending EMA clarifications

etc.
If in ‘Awaiting caller’
for more than 15 working days

Responsible team’s business resolution = 5 working days (for SPOR services)

Ticket is opened

by customer Ticket is closed

Business response: P1 ticket: 15 mins,
P2: 30 mins, P3: 1 hour, P4: 8 hours

Overall average business resolution = Business SLA = P1 ticket: 4 hours, P2: 8 hours, P3: 16 hours, P4: 40 hours
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Points to consider: priority (incidents) demo

EUROPEAN MEDICINES AGENCY

Incident priority is determined based on:

e Impact - measure of the effect of an incident, problem or change on business processes
e Urgency - measure of how long the resolution can be delayed until an incident, problem, or change has a significant business
impact

Impact
High:

Urgency

High: Must be resolved asap
« Affects an important/business critical system
* Affects possibly large number of users Medium: Must be resolved soon, typically because
+ Has severe impact on the Agency's normal business operation there is a business-critical deadline at hand

Medium: Low: Can be managed safely over a longer timeframe,
» Affects only non-critical business systems, the situation is already under control
- Affects a group of users

« The Agency can still perform its most critical work

Low:
+ Affects non-critical system
+ Affects a single user or a small number of users

« The Agency can still carry out most operational business activities
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Points to consider: timeframes for response (incidents) demo

EUROPEAN MEDICINES AGENCY

o Timeframes for response

+ Individual teams have their own operational level agreements (OLA)

* One ticket can be assigned to multiple different teams (business, IT); each team works within
their assigned OLAs

P1 - Critical 1/4 Hour 4 Hours

P2 - Urgent 1/2 Hour 8 Hours

P3 - Medium 1 Hour 100% 16 Hours 80%
P4 - Low 8 Hours 40 Hours

27 For Questions: www.slido.com code: #3951938



EUROPEAN MEDICINES AGENCY

Request for service(s)

Presented by Marcelo Nahmijas as a system demonstration
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How to request a service (1/2) demo

EUROPEAN MED

Find the required application topic

E.‘ Request for service(s)

To request service related to data in an application (e.g., SMS,
XEVMPD/Art57, Eudralink, EudraCT etc.)

Examples: Request for data, insert/update of data, change of data, @ Request a Service

registration for training, support with management of data etc.

Browse Request a Service Filter by: | Request v| Sort by: | Popular w | i i=
2 pagquess 2 paquess 2 paquess [ Raquess
Request Eudralink EudraVigilance Request Request SMS
\ H H ’ \ H 4 Account Registration queries SErvices
In the ‘Main Categories’ select ‘Request a Service _ ) Feesona oD’ D °
Requess sccess i EudraVigilance Regiswation LS A
Eudralink aueris: v' .
[ Requess [ Requess [ Requess =

uniock an e et

Request Gateway v Account Unlock Request OMS Request info for
@ Access o Reques . ’ services o% ’ password reset

oniupdete secesz 1a.

Main Categories

Audlo Visual & = = = =
Applications Account & Access @ Repart an lzzue Reaues Reaues Reaues Reaues
o pe J Wirtuel Mestings P
Accesstoa Eudralink Related IRIS - Request a Request a EudraCT
MMD/Dream fold... Requests service ' Service
N Re with Res elsting R wiil
@ Request & Service w IT far IT s sk g Question :\ " ,' o & ’

Show maore
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How to request a service (2/2)

@ Request a Service

Browse Request a Service

[# pequess

Request Eudralink
B Account

Request Gateway
Access

wion/updete access 1a

Accesstoa
MMDy/Dream fold...
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Select the required application form

Filter by: | Request v| Sort by |Popu\ar v

L peaues: L feques:

EudraVigilance

au

Registration queries ’
Eusiraigilance Registrasi

Request
XEVMPD/Art.57

ith the

[# Fzques [ Reguess

Account Unlock

Eudralink Related
Requests.

Show more

Request OMS
services

IRIS - Requesta
service

L pequess

Request SMS
services

Request info for
password reset

i nce ta rezet

Request & EudraCT
Service

Enter details of your request in the form, add attachments
(if required) and submit the form

Request XEVMPD/Art.57 Services vl

Request assistance with the management of product data in XEVMPD/ArT 57

9

n behalf of

»  Use this service to request support with management of
product data in the extended EudraVigilance Medicinal Product
Dictionary (XEVMPD)/Article 57 database, to request XEVMPD
e-learning training registration or knowledge evaluation or to
raise concerns following the validation of vour organisstion's
product data performed in the XEVMPD.

* Raise this reque
To m— <[]

*Subject

‘ Request for XEMPD e-leaming knowledge evaluation ‘

" Description

Dear EMA,

| have studied the available training materials and | would like to register for the knowledge evaluation for the
XKEVMPD e-learning training.
Please find my details below:

& Add attachments



‘Request for service’ record lifecycle & timelines &

EUROPEAN MEDICINES AGENCY

Reopen
within 5 working days

Ticket is opened Ticket is triaged and worked Work on the ticket
by customer on by the responsible team is paused

Response is provided
to the customer

_ . SET Closed
Open In Progress Pending Verification i
complete

Reasons for pending: Closed

- Awaiting caller NCO slete
- Awaiting change lnncosmplets
- Pending EMA clarifications

etc.
If in 'Awaiting caller’
for more than 15 working days

Responsible team’s business resolution = 5 working days (for SPOR Services)

Ticket is closed

Business response: 1 hour

Overall average business resolution = Business service level agreement (SLA) = 16 hours (an average time)
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EUROPEAN MEDICINES AGENCY

Request for information

Presented by Marcelo Nahmijas as a system demonstration
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How to request information demo )

EUROPEAN MEDICINES AGENCY

Request for information
(‘Ask a Question’)

To request information or ask questions about data/processes
related to an application

Examples: Questions on how to manage data within an application,
how to use the application, business processes, where to find
information and documentation etc.

In the ‘Main Categories’ select ‘Ask a Question’

Home » IT » AsksQuestion

Main Categories

@ sepcons Q) Acoumesrccess | @) S iE @) meporcantine @ Ask a Question

@ requssiasenice | @ mionm | | @) Ask s question

Browse Ask a Question Filter by: | Request v| Sort by:‘ Popular w | fif i=

Request for

5
“} Information
Request infarmetion ar »

uestians abaut
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How to request information demo

EUROPEAN MEDICINES AGENCY

Req ueSt fOI‘ infOI‘matiOn Request for Information < Submit

Regquest information or ask guestions about Information Management

(‘Ask a Question’)

Use this service to request information.

To request information or ask questions about data/processes &
related to an application )

Examples: Questions on how to manage data within an application,
how to use the application, business processes, where to find * Raise this request on hehalf of
information and documentation etc. O — -]

" Subject

Submission requirements for medicinal products in Mothern Ireland |

Enter details of your enquiry in the form

" Service

©  sPoR ||

* Service Offering

Specify the correct ‘Service’ and ‘Service Offering’

©  XEVMPD/AM.57 x | . |
to which your enquiry relates to S
2 ticket is assigned to the correct team Dear Sirs

«can you please confirm if we are required to submit in the Article 57 database information on medicinal
products with valid marketing authorisation in Northern Ireland?

Add attachments (if required) and submit the form Thark youn advance.

Kind regards. \

&7 Add attachments
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‘Request for information’ record lifecycle & timelines

Reopen
within 5 working days

EUROPEAN MEDICINES AGENCY

Ticket is opened Ticket is triaged and worked Work on the ticket

Response is provided
by customer on by the responsible team is paused

to the customer

. SET Closed
~ . » - o~ O~ \/ari 4 o S
Open In Progress Pending Jerification complete

Reasons for pending: Closed
- Awaiting caller

- Awaiting change

- Pending EMA clarifications

Ticket is closed

Incomplete

etc.
If in '‘Awaiting caller’
for more than 15 working days
Business response: 1 hour Responsible team’s business resolution = 22 working days (for SPOR Services)

Overall average business resolution = Business SLA = 16 hours (an average time)
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EUROPEAN MEDICINES AGENCY

Resolving/closing of tickets and follow-up

Presented by Marcelo Nahmijas as a system demonstration
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Submitted tickets: Where to find information (1/3)

SEAN MEDICINES AGE

An overview of all logged tickets is available in *My Requests’
« Open tickets are displayed by default
» To view closed or all tickets, change the value in the 'View’ section

Once a ticket is submitted, the ticket summary will be
provided on screen and via a confirmation email

Home > RequestSummary

Request has been submitted
06052023 141015 RITMOO071914 - Request XEVMPD/ ¥« (@) EMA | servicenow [ERS a My Favorites | My Requests

REQO071733 ¢
umber : RITMO071914 Art.57 Services inbox

IT= Facilities Support * Business Services = Information Security Services =

fem Stage IT Service Desk 14:10 ) :
tome v Home > Requests

» Fulfillment

Request XEVMPD/AM. 57 Services

Dear I My Requests

Your request has been submitted. The reference number is

RITM0071914
WView| ¢ | - Searc) requests
Requested Item:Request XEVMPD/Art.57 Services View| Open SEarch open requests Q
Reauested for I
Request Updated
Your request is now with fulfillment teams who are processing Open
your request. You can view the status of your request at any m
time by clicking this link Request for MP e-learning knowledge evaluation reffistratiq Closed @ sdago
You can also add comments to your request by replying to this Any status
email.
Kind regards
Service Desk team
. My Watched Requests
European Medicines Agency
Official address Domenico Scarlattilaan 6 | 1083 HS
Amsterdam | The Netherlands View| Open | . | | Search open reg Q

Address for visits and deliveries Refer to How to find u

0 EUROPEAN MEDICINES AGENCY ‘You do not have any requests

37 For Questions: www.slido.com code: #3951938



Submitted tickets: Where to find information (2/3)

‘Activity’: Ticket updates, follow- ‘Attachments’: Submitted or ‘Additional details’: Original ticket
up(s) and answer(s) received attachments description

Home > MyRequest - RITMOO71906

Home 3 MyRequest- RITMOD71906 Home > MyRequest- RITMOO71906
- s Number Cresed  Updsed & Number meed  Updeed  Sme
RITMOO71906 8dogo adayoeo Closed Complete RITMOO71904 8dsgo adsyago Closed Complete RITMD071906 az0 adeyego  Closed Complete
uestion: Question: IDs in the XEVMPD . . . : :
Q “ Question: Question: IDs in the XEVMPD Question: Question: 1Ds in the XEVMPD
Openes
8dago Opened Opened
8d ago 8dago

mpleted npleted
To add a paragraph in your message, press Shift + Enter.
To add a paragraph in your message. press Shift

er

To add & paragraph in your message, press Shift +

Attachments  Additional Details

Activity Additional Details Activity Ammachment:

& Ralse this request on behalf of

() o

Thank you for o Subject

Question: IDs in the XEVMPD

ng the EMA SenviceNow:

oM

hat no PMS silable in XEVMPD. The identifiers in XEVMPD are called £V

ned by PMS only.

Please
1Ds wiil b

Service
SPOR
Hope this clarifies your query.

Service Offering
Kind regards XEVMPD/ARS7
Art57QCeam
Description
Dear Sir. Madam,

Can you ple: rm if/where in the XEVMPD we can find PMS 1Ds for our medicinal products?

Thanks in advance for your clarification

Kind regards,
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Submitted tickets: Where to find information (3/3)

When a ticket is updated (i.e.: an answer is provided/more information is requested) customers receives a notification via email
» Ticket progress can also be checked in ‘My Requests’ section —> see change in the 'State’

Request RITMO071914 has been Home » Requests
commented - PRD1234567 tobe
nullified in XEVMPD XCOMP  imbox

IT Service Desk 14:55
“
tome v

Dear,

My Requests

View| Any status | " | Search all requests

The following Request has been updated with new
information: Request State Upclated

Requested item number: RITM0071914

Summary: PRD1234567 to be nullified in XEVMPD XCOMP Closed Complete @ a day ago
ol = e

Description: Dear Sir, Madam,

We just submitted in the XEVMPD XCOMP environment an
AMP information which should not have been submitted. The
EV Code PRD1234567 was assigned to this product entry
submitted by mistake. Can you please nullify it on our behalf? Closed Complete @ a day ago

Thanks in advance.

With regards,

‘You can review the comment and the status of the request

through this link. equest for XEVMP e-learning knowledge evaluation regist 'a:ilr Pending @ &d ago

Kind regards

RITMO0T2412

Service Desk team _

European Medicines Agency

Official address Domenico Scarlattilaan 6| 1083 HS
Amsterdam | The Netherlands
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Customer follow-up

OPEAN MEDICINES AGENCY

Review the received answer via email or in ‘My Requests’

If satisfied with the answer provided, close the ticket If more information is required regarding the answer
using the *Confirm Close’ function provided, reopen the ticket using the *Reopen’ function

Home 3 Myfeasest RTMOOTITE
RITMGOTINIA

RITMG071914

stasanbarsz 1omam  Vesfestion
PRD1234567 to be nullified in XEVMPD XCOMP I Rengen I
- I Confirm Close. I PRD1234567 to be nullified in XEVMPD XCOMP _
I bout sn hour apo — s

40
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demo \.J,
EUROPEAN MEDICINES AGENCY

Service Desk: roadmap and planned
Improvements

Presented by Marcelo Nahmijas during the system demonstration
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EUROPEAN MEDICINES AGENCY

SPOR services

Presented by Veronika Baker
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SPOR support SD: From SPOR team perspective

EUROPEAN MEDICINES AGENCY

BT TR BT

” ~ f
“-J Technical issue/request/question ?
Loy SUPPORT '
Cust EMA Service
ustomer Desk IT support
i i + Review ticket c i i
Ticket creation . e T 'Investlgate/ﬂx sg/sterp
. Ass|gn pr|0r|ty & SLA issue/request/ ISsues, prepare a a TIX Reopen
» Assign ticket to question * Ask custom_er/busm_ess . . P
responsible team for further information, D) ticket
if needed
Inform
customer ] o
Y Customer Close
“ ticket
Technical .
SPOR dat Review:
mana aera « confirmation of
9 resolution
» Correct data/retrieve data (e.g.: in XEVMPD) « fulfilment of request
+ Answer questions (e.g.: XEVMPD/SPOR application and processes related) . answer to question

» Register XEVMPD e-learning training user/evaluate training assessment
« Ask customer for further information, if needed
« Assign to IT team, if needed
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Report an issue with the XEVMPD or SPOR application

a4

Main Categories
G Applications

@ Request & Service

_J Account & Access

& |TforlT

@ Audia Visual &
Virtuel Mestings

g Ask s Question

Go to ‘Applications’ or directly to ‘Report an Issue’:

3 Report an lssue

If via ‘Applications’, select 'SPOR’ icon in the ‘Application

° topics’

Applications

Applications topics

0) crs @ eiect | () euoncvior | @) MvpiDream | @) sevieehow | () sofrware || () seor

For Questions: www.slido.com code: #3951938

Select the relevant SPOR related form

[# Reque=

Report an |ssue with
SMS

Sub

[# Reques

Report an issue with
RMS

isswee with the

s Management..

View all

£ Requess

[# Reques

Report an Issue with
XEVMPD/Art.57

Report an Issue with

SPOR API

[# Reques

[# Reques

Report an issue with
QM3

Report an izsue w

Orgmnisatian Man

Report an |ssue with
PMS
Report an isswe with the

Froduct Management

Enter details of your issue and submit the form




Report an issue with SMS/OMS/RMS applications

Report an issue with SMS application Report an issue with OMS application Report an issue with RMS application

Use this service (link) to report a technical
issue with the Substance Management
Services (SMS) portal or with the substance
exports in the SPOR Portal (UI)

Use this service (link) to report a technical
issue with the Organisation Management
Services (OMS) Portal

Use this service (link) to report a technical
issue with the use of the Referentials
Management Services (RMS) Portal

Report an issue with OMS @ [ s Report an issue with RMS Subemit.

Report anissue with the Organisation Management Services (OMS)

" Raise this request on behalf of
[o -]

*subject

Report an Issue with SMS o m

Report an issue with the Substance Management Services (SMS)

“Raise this request on behaf of
[ o IE— <[]

*Subject

o r2port & tect fththe use of the

olution or with the substance

reportatechni
< (OMS) Portal.

[ rrrer— ) [t s o por )

* Description *Description

Dearsirs, Dearsirs

i RMS but the

1 am trying open the file availsbie under "Downioad SMS
working | get the error message This file cannot be open

ort fcurrent)” in the SMS portal but t's not 1 am tryin MS (RTEps: /SpOF.&IMa.2Uropa.E/omswi/ /) but the error message This page is currently

unavailable' s displayed.

Can you please investigate and fix the issue? Canyou plesse investizane and fix the fssue?

ts e in the aached fle.
Thankyou in advance. Thank you in acvance.

Yours sincerely, ‘ours sincerely

& Addatachments & Add stiachments

____________________ J U U U I U S —— _—e—m e o e o e mm mm mm m= d
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https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=d0aefcc3c395dd108719596ce00131fc
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https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=a08ee75ac3995d10e68bf1f4e401317e

Report an issue with XEVMPD or SPOR API

46

Report an issue with XEVMPD

Use this service (link) to report a technical
issue with the XEVMPD Data Entry Tool
(EVWEB) or XEVMPD Gateway

Report an Issue with XEVMPD/Art.57 v m

Report anissue with the eXtended EudraVigiance Medicinal Product Dictionary (XEVMPD)

“Raise his request on bensif of

|
|
1
|
|
|
1
|
|
|
1
|
|
1
|
|
|
1
|
|
|
1
|
|

“Subject

e — J

trying to create an XEVPRM, the

For Questions: www.slido.com code: #3951938

Report an issue with SPOR API

Use this service (link) to report an issue
with data visibility or service availability
regarding any of the SPOR API Services
(OMS/RMS)

Report an Issue with SPOR API

EUROPEAN MEDICINES AGENCY

. !
PMS & SMS are still in development:
* No access to PMS is yet available

+ SMS API is currently available for NCA only

- e e = -



https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=dbcfabdac3995d10e68bf1f4e4013143
https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=433ddce7c3b9dd10e68bf1f4e401318f

Request a service related to the XEVMPD or SPOR application

EUROPEAN MEDICINES AGENCY

Go to ‘Applications’ Select the relevant SPOR related form

Main Categories & feqiess # faess [ foqunss [ pequer:

Request SMS Request Request OMS Request RMS

R ) N Audio Visusl & se XE sen
Applications _J Account & Access 3 Repart an lssue e R .

Virtuel Mestings

@ Request & Service w IT for IT g Azk s Question [ Reque:

Request SPOR AP|

’ Services

If via ‘Applications’, select 'SPOR’ icon in the ‘Application
topics’

Enter details of your request and submit the form

Applications

Applications topics

D) cms @ eurecr || (D euinemor | @) MMDDram | @) servicetion || (G sorware | () spor Viewall
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Request XEVMPD/Article 57 services

EUROPEAN MEDICINES AGENCY

Use this service (link) to request support with management of product data in the XEVMPD/Article 57 database or
to request XEVMPD e-learning training registration or knowledge evaluation or to raise objections with
validation related change

To request:

48

Amendment of data such as
» nullification of validated entities (AMP, MAH or sponsor
organisation)
+ amendment of information in invalidated AMPs
+ changing the marketing authorisation status of AMPs
invalidated by mistake back to valid
Clarification/change following the validation of AMP data in the
XEVMPD
Validation/re-validation of AMPs
‘Previous EV Code’
A copy of the XEVPRM ACK if not received by the MAH/sponsor
Addition of terms to XEVMPD controlled vocabularies
Registration for XEVMPD e-learning training (initial registration,
assessment evaluation)

For Questions: www.slido.com code: #3951938

Request XEVMPD/Art.57 Services

Request assistance with the management of product data in XEVMPD/Art 57

= Use this service to request support with management of
product data in the extended EudraVigilance Medicinal Product

1 Dictionary (XEVMPD)/Article 57 database, to reguest XEVMPD
e-learning training registration or knowledge evaluation or to
raise concerns following the validation of your organisation's
product data performed in the XEVMPD.

* Raice this request on behalf of
| o I— « -]

* Subject

| Request for nullification of duplicated AMP in the Article57 database ‘

* Description

Dear Sirs,

can you please nullify the PRD123454 as this is validated AMP entry and are unable to do so at our end? The
correct product entry that we maintain is PRD78910.

Thank you in advance.|

& Add attachments


https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=5cd0ff1ec3995d10e68bf1f4e40131bb

Request SMS services

EUROPEAN MEDICINES AGENCY

Use this service (link) to request the registration of a new substance term or the update of an existing substance term

. . In the 'SMS Request type’ -> select the applicable value
To request addition of a new substance, include:

Request SMS services v

» Brief description of the substance
« Substance request form AND

+ Supporting documentation describing the substance J
nomenclature/structure (e.g., SmPC, Investigator’s Brochure, company
specifications, section A.3 Medical Plausibility of Orphan Designation,
draft package for Scientific Advice, etc.)

° To request update of an existing substance, include:

« The SMS ID or EV Code of the substance to be updated in the Description
» The new name to be added in the Description
* Supporting documentation describing the substance

nomenclature/structure (e.g., SmPC, Investigator’s Brochure, company 9 P %
specifications, section A.3 Medical Plausibility of Orphan Designation, draft :
package for Scientific Advice, etc.) N o A
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https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=6fac4352c3195d10e68bf1f4e40131a5

Request OMS & RMS services

EUROPEAN MEDICINES AGENCY

Request OMS services Request RMS services

Use this service (link) to request support with a
change request on referential data that cannot be

submitted via the RMS Portal
Example: a request to populate data such as extended attributes that
cannot be requested through a change request

Request RMS Service @
Request assistance with the management of referential data
Use this service to request support with a change request on referential

data that cannot be submitted via the RMS Portal
“ Raise this request on behalf of

(o mm— p

“ Subject

Use this service (link) to request support with a change
request on organisation/location data that cannot be
submitted via the OMS Portal

Example: a request to update contact details (phone/email) currently
published

Request OMS services @ ﬁ

Request assistance with the management of organisation data

Use this service 1o request support with a change request on
organisationy/location data that cannct be submitted via the OMS

I Portal.

* Raise this request en behalf of
(o I -1

*Subject

| Reauest 10 update organisation's emil address in OM3 |

| Reauest foran extended attribute to be added to ATC list ‘

" Description

Good aftemoon Description

Dear Sirs,
This is a request for an update of the email address associated with our organisation with OMS ID ORD-
1000012345 in OMS. We are unable to perform this update via the OMS change request can you please add a new extended attribute to the ATC classification system list (human) as per the attached

request and justification?
Many thanks!

Thank you in advance.

" OMS Request type

Edit Level 2 of Organisation Category

i you don't find the correct request type please submit a question/request for information, H New extended attribute request _details.docx (19.1 KB) -

just now

& Add artachments. @ Add attachments
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Request SPOR API Services

JICINES AGENCY

Request SPOR API Services ]
Questions and access request to the SPOR API (SMS, PMS, OMS or RMS)

Use this service (link) to request API access to the
different SPOR Services (SMS, PMS, OMS and RMS) Technical questions or requestsfor APl acoess to the

different SPOR Services (the Management Services of

I Subsances Broducrs Oresmsstons ad efras o

the EMA]

+ In the 'SPOR API Request type’ -> select the required

Please nore requesting an access for API

nt access for OMS & RMS. PMS

va I ue development and a different request
ted
+ In the ‘Environment’ -> select the relevant value *Raise this request on behalf of
o Imm— 1]
*Subject
Request for access to RMS API |
4 ) ) =~ \ *SPOR API Request type
( Requesting an access for API will grant access for OMS | P 1]
I &RMSonly. I e
A . | @ RMS PROD | |
PMS & SMS are still in development:
| * Accounts
+ No access to PMS is yet available I [usenxrz_p1 |
|
i ) | Public IP
I « SMS API is currently available for NCA only ! (123856750 |
\ N e e e e e e e e e e e e e e e e e e - — 4 Description

Dear Sir/Madam,

hereby | request access to RMS AMP. please let me know if sny further information in
needed aside from the information in the attachment.

Thank you and good day to you.

* Attachment
RMS APl &

G
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https://support.ema.europa.eu/esc?id=sc_cat_item&sys_id=2e51c42bc339dd10e68bf1f4e4013183

Request information related to the XEVMPD or SPOR application -

EUROPEAN MI:DIVCI NES AGENCY

Enter details of your request for information and:
« In the ‘Service’ -> select ‘SPOR’
« In the ‘Service Offering’ -> select the required value (e.g.,
SPOR registration, SMS, PMS, OMS, RMS, XEVMPD etc.)

Go to ‘Ask a Question’

Main Categories

. . Sudia Visual & Request for Information o “
G Applications ) Account & Access Vireuel Mestines 8y Reportan lssue A ——
u =etings

'IE} Request & Service w IT far IT G Aszk g Questlon @’

Use this senice to request information.

*Raise this request on behalf of

[ o m— <[]

" Subject

| Question: PMs 1D of reterence prosuct ]

Click on ‘Request for Information’
[0 spor N ‘.|
[ u‘upMs - -]
@ Ask a Question f—

Browse Ask a Question

(£ Request

Request for

0
&'} Information
Request information or ask

uesti

Submit the form

about Informati
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EUROPEAN M IE[SICI NES AGENCY

Points to consider: The DOs and DON'Ts

Presented by Veronika Baker
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Points to consider: When submitting tickets

EUROPEAN MEDICINES AGENCY

«  Submit tickets using the correct forms

* Log a ticket using incorrect form hoping for a
faster response

If incorrect - the triage team cancels/closes the existing
ticket and new ticket is opened on behalf of the customer o . . )
-> the existing ticket is cancelled/closed by the triage team &

— Leads to unnecessary delays in responding to your new ticket is opened on behalf of the customer:

enquiry; ticket needs to be triaged again . .

— Leads to unnecessary delays in responding to your
enquiry; ticket needs to be triaged again

- Reference the correct ‘Service’ and ‘Service Offering’

If incorrect > ticket assigned to the incorrect support team . Submit the same issue/request/question via
— Leads to unnecessary delays in responding to your multiple tickets or channels
enquiry;

— Leads to unnecessary delays in responding to your enquiry;

— An answer provided by the incorrect support team might
be generic and not tailored to your needs

— Duplication of efforts from EMA Service Desk —> time spent
. Provide as much information as possible on dealing with duplicate queries is not spent addressing
other user needs

— An answer provided by the incorrect support team might
be generic and not tailored to your needs

E.g.: if reporting a technical issue, include step by step
description, screenshots, organisation ID, any XML files
submitted etc.

If not provided - customer is asked for that information

— Leads to unnecessary delays in investigating the issue
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Points to consider: Closing and follow-up of tickets

EUROPEAN MEDICINES AGENCY

e To follow-up on the received answer, reopen the
ticket (within the 5 WD period)

Created Updated  State
adayago 3hago Verification

Reopen

e Open a new ticket to ask a question not related
to the original ticket or to the provided answer

- The new question will need to be triaged again to
determine type/urgency and whether it needs to be
addressed by a new team

- To prioritise resources, we monitor new tickets
faster/more frequently than those considered
resolved/closed

e Reopen closed tickets to ask questions not related to

the answer provided or the original ticket
description

- The ticket will be closed again
- You will be advised to open a new ticket
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EUROPEAN MEDICINES AGENCY

Key takeaways and conclusions

56 For Questions: www.slido.com code: #3951938



Conclusions

O
O
O
O

EUROPEAN MEDICINES AGENCY

This presentation explained how SPOR helpdesk is currently managed

A demonstration of ServiceNow was provided

An overview of the SLAs applicable for each ticket type to be raised via the
ServiceDesk was included

After this presentation, customers should feel more confident in using the tool

correctly, know where to find information proactively and how to raise their
issues/submit requests/ask questions using the correct forms
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Quiz Time

EUROPEAN MEDICINES AGENCY

For Questions: www.slido.com code: #3951938



()

EUROPEAN M E.5iCl NES AGENCY

Any questions on the webinar?
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H2 2023 SPOR Webinars -

EUROPEAN I\AEDiClNES AGENCY

During SPOR webinars, EMA's Regulatory Data Management Service team
talks about all aspects of regulatory data management and how it works today.

Webinar title @ o [ @rime

SPOR and XEVMPD Data Governance 2 October 2023 10:00-12:00 CEST
Referentials Management Service (RMS) 3 October 2023 10:00-12:00 CEST
Organisation Management Service (OMS) 4 October 2023 10:00-12:00 CEST

Substance Management Service (SMS) 5 October 2023 10:00-12:00 CEST

Product Management Service (XEVMPD) 6 October 2023 10:00-12:00 CEST

) Service Desk for SPOR and XEVMPD 10 October 2023 10:00-12:00 CEST
EMA Account Management 11 October 2023 10:00-12:00 CEST

SPOR application programming interface 12 October 2023 10:00-12:00 CEST

(API) - SPOR API
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EUROPEAN MEDICINES AGENCY

Further information

Contact us through ServiceNow @ https://support.ema.europa.eu/

Official address Domenico Scarlattilaan 6 « 1083 HS Amsterdam . The Netherlands
Address for visits and deliveries Refer to www.ema.europa.eu/how-to-find-us
Send us a question Go to www.ema.europa.eu/contact Telephone +31 (0)88 781 6000

Follow us on YW @EMA_News


https://support.ema.europa.eu/

EUROPEAN MEDICINES AGENCY

Glossary
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Glossary (1/4)

EUROPEAN MEDICINES AGENCY

API Application Programming Interface

Art. 57 Article 57 of Regulation (EU) 726/2004, which requires marketing authorisation holders to electronically submit to the Agency
information on all medicinal products for human use authorised in the EU

CAP Centrally Authorised Product

CR Change request

CTIS Clinical Trials Information System

DADI Digital Application Dataset Integration

DMP Development Medicinal Product

DCP De-centralised Procedure

DQ Data Quality

eAF Electronic Application Form

ePI Electronic Product Information

eCTD Common Technical Document in electronic format

EMA DB European Medicines Agency Data Board

EMRN European Medicines Regulatory Network

Epic An epic is a container with one common objective, for a development initiative large enough to require analysis, definition of a
minimal viable product (MVP) and financial approval before implementation. An epic usually takes more than one Programme
Increment to complete and is broken into multiple Features.
Business epics are large initiatives that deliver Solutions needed by the business/customers
Enabler epics are pieces of work that extend the architectural infrastructure of the solution under development or improve the
performance of the value stream




Glossary (2/4)

EUROPEAN MEDICINES AGENCY

R

ESMP European Medicines Shortages Monitoring Platform
ESMDP European Medicinal Devices Shortages Monitoring Platform
EURS European Review System for eCTDs
EU-SRS European Substance Reference System
EUTCT European Union Telematics Controlled Terms
FHIR Fast Healthcare Interoperability Resources
HMA Heads of Medicines Agencies
IAM Identity and Access Management
ICSR Individual Case Safety Report
IDMP The ISO IDMP standards specify the use of standardised definitions for the identification and description of medicinal products for
human use
INN International Nonproprietary Names
IRIS A secure online platform for handling product-related scientific and regulatory procedures with EMA (iris.ema.europa.eu)
KUG Key User Group
KPI Key Performance Indicator
MAA Marketing Authorisation Application
MAH Marketing Authorisation Holder
Mon Monitoring Value Stream
64



Glossary (3/4)

EUROPEAN MEDICINES AGENCY

R

MRP Mutual Recognition Procedure

NAP Nationally Authorised Product

NCA National Competent Authority

NDB Network Data Board

NICTAC Network ICT Advisory Committee represents the network IT community

NPAG Network Portfolio Advisory Group represents the Management Board and HMAs

oD Orphan Designation

OoMS Organisation Management Service

PB Portfolio Board

PI Programme Increment, a three month period of work

PI Planning ceremony A quarterly event to plan work for the entire Value Stream in the next quarter, ensuring that teams and stakeholders have a shared
mission and vision

PIP Paediatric Investigation Plan

PLM Product Lifecycle Management Value Stream

PMS Product (Data) Management Service

PO Product Owner (PO) is the Agile team member primarily responsible for maximizing the value delivered by the team by ensuring that
the team backlog is aligned with customer and stakeholder needs.

RMS Referential Management Service

R&D Research and Development Value Stream




Glossary (4/4)

EUROPEAN MEDICINES AGENCY

R

SAFe Scaled Agile Framework

SIAMED An Information System for the management of regulatory procedure for centrally authorised products
SLA Service Level Agreement

SPOR Substance, Product, Organisation and Referential

SmPC Summary of product characteristics

SMS Substance Management Service

SQI Service Quality Indicator (metric)

SVG Substance Validation Group

UNII Unique Ingredient Identifier

USAN United States Adopted Names

Value Stream

Value Streams represent the series of steps that an organization uses to implement Solutions that provide a continuous flow of value
to the Business/Customer

VSM EMA Value Stream Manager (VSM) is a “Servant Leader and Coach” for the Value Stream teams
vVSso EMA Value Stream Owner (VSO) has the primary responsibility for the business outcomes, including the delivery of business
outcomes, in their Value Stream
XEVMPD eXtended EudraVigilance Medicinal Product Dictionary
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