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Two major trends in data ethics in the last 15 years

Understanding individual variation 
(Precision Medicine)

https://news.mit.edu/2020/machine-learning-health-care-system-understands-when-to-step-in-0731Hagwood et al. Science Translational Medicine 12 Aug 2015

Learning from common patterns
(Artificial Intelligence)
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https://www.shaip.com/blog/what-is-healthcare-training-data-and-why-is-it-important/

Technological drivers 

Elenko et al. 2015, Defininig Digital Medicine, Nat Biotech.

Digital phenotyping
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An evolving health data ecosystem

Vayena et al. Bull World Health Organ. 2018 Jan 1;96(1):66-68. 

https://www.ncbi.nlm.nih.gov/pubmed/?term=vayena+dzenowagis
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Uncertainy

Expanded 
temporality

Relationality

• What is the real purpose of data collection?
• Who is using my data and why?
• What uses of data are permitted/authorized?
• Who controls data? Who owns data?
• Who oversees data collection and use?

• For how long will data be stored/used?
• What happens to data after data subjects pass 

away?
• Will data access conditions evolve over time?
• How will new data analytics and technologies

affect the use of collected data? 

• Big data reveal relations among data subjects: 
genes, environmental exposure, habits, group
behaviours etc. 

• Big data encourage classificatory practices: 
grouping people in categories.
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Data governance: guiding principles

Uncertainy

Expanded
temporality

Relationality

• Monitoring
• Responsiveness

• Reflexivity
• Inclusiveness

• Adaptivity
• Flexibility
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• Monitoring
• Responsiveness

• Reflexivity
• Inclusiveness

• Adaptivity
• Flexibility

AFIRRM
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Data governance: guiding principles
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 Adaptivity
 Acknowledge the limits of anticipatory practices
 Readiniess to devise specific oversight mechanisms for new data types and uses

 Flexibility
 Treating data under different oversight rubrics depending on their actual use rather than on 

their source
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 Monitoring
 Continuous  oversight activities to detect signals of new vulnerabilities for data subjects: 

potential harms, discrimination, privacy, surveillance, medicalization, etc.
 Responsiveness
 Preventing vulnerabilities to result in actual harms
 Ensure effective containment of harmful effects in case of failures: e.g. privacy breaches
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 Reflexivity
 Monitor the effects of classificatory practices as they emerge from data-driven research
 Scrutinize assumptions embedded in research practices and regulatory mechanisms 

(institutional reflexivity)
 Cultivate awarness for how dominant interests and power structures affect rights and interests 

of individuals and communities
 Inclusiveness
 Upstream engagement of relevant stakeholders – including lay publics – before technological 

path dependences become established
 Reaching out to under-represented stakeholders 
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How to ensure data control?
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 Use authorizations given for primary data 
use are unlikely to cover novel future uses.

 Given the expansion of the data ecosystem, 
it is unlikely that current oversight models 
will suffice. 

How to ensure data control?
Informed consent for data use
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Synthetic data have an uncertain ethical and legal status

How to ensure data control?
Informed consent for data use
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Hagwood et al. Science Translational Medicine 12 Aug 2015

How to ensure data control?
Participatory practices for data governance
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Recommendation 4.7: The PMI-CP should
ensure the responsible return of personal
results and information to individual
participants and sharing of aggregate
findings from its investigations with
participants so all volunteers may have
opportunity to benefit from the science.

Recommendation 4.1: Research
participants and their advocates should be
central partners in the governance,
design, conduct, oversight, dissemination,
and evaluation activities of the PMI-CP.

17

PMI-CP = Precision Medicine Initiative Cohort Program 

Data governance: participatory practices*
*genetic/genomic exceptionalism
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How to ensure data control?
Data portability for data access management
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The role of data infrastructures

https://doi.org/10.1016/S2589-7500(23)00156-5
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Understanding individual variation 
(Precision Medicine)

https://news.mit.edu/2020/machine-learning-health-care-system-understands-when-to-step-in-0731Hagwood et al. Science Translational Medicine 12 Aug 2015

Learning from common patterns
(Artificial Intelligence)

Lost in “transition”
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 The conditions for data use, governance
and access are evolving

 Regulation alone is insufficient to guarantee 
data control: participatory data governance 
and meaningful empowerment of data 
subjects

 Need to expand data infrastructure design to 
include data ethics best practices
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Concluding considerations
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