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Two major trends in data ethics in the last 15 years
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https://news.mit.edu/2020/machine-learning-health-care-system-understands-when-to-step-in-0731
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Technological drivers
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Elenko et al. 2015, Defininig Digital Medicine, Nat Biotech. https://www.shaip.com/blog/what-is-healthcare-training-data-and-why-is-it-important/

BiHES | | »

Department of Health Sciences and Technology



An evolving health data ecosystem
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Expanded
temporality

Relationality

What is the real purpose of data collection?
Who is using my data and why?

What uses of data are permitted/authorized?
Who controls data? Who owns data?

Who oversees data collection and use?

» For how long will data be stored/used?

« What happens to data after data subjects pass
away?

» Will data access conditions evolve over time?

« How will new data analytics and technologies
affect the use of collected data?

Big data reveal relations among data subjects:
genes, environmental exposure, habits, group
behaviours etc.

Big data encourage classificatory practices:
grouping people in categories.
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Health Research
with Big

Data: Time

for Systemic
Oversight

Effy Vayena and
Alessandro Blasimme
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In this chapter, we will first make the case for adaptive and principle-based governance of big data research.
We will then outline six principles of adaptive governance (AFIRRM) for big data research and discuss key
factors for their implementation into effective governance structures and processes.
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Data governance: guiding principles
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Data governance: guiding principles
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Data governance: guiding principles 1/3

= Adaptivity
= Acknowledge the limits of anticipatory practices
= Readiniess to devise specific oversight mechanisms for new data types and uses

= Flexibility

= Treating data under different oversight rubrics depending on their actual use rather than on
their source
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Data governance: guiding principles 2/3

= Monitoring

= Continuous oversight activities to detect signals of new vulnerabilities for data subjects:
potential harms, discrimination, privacy, surveillance, medicalization, etc.

= Responsiveness
= Preventing vulnerabilities to result in actual harms
= Ensure effective containment of harmful effects in case of failures: e.g. privacy breaches
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Data governance: guiding principles 3/3

= Reflexivity
= Monitor the effects of classificatory practices as they emerge from data-driven research

= Scrutinize assumptions embedded in research practices and regulatory mechanisms
(institutional reflexivity)

= Cultivate awarness for how dominant interests and power structures affect rights and interests
of individuals and communities

= |nclusiveness

= Upstream engagement of relevant stakeholders — including lay publics — before technological
path dependences become established

= Reaching out to under-represented stakeholders
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How to ensure data control?

Bioethical Inquiry (2017) 14:501-513
DOI 10.1007/511673-017-9809-6

SYMPOSIUM: ETHICS AND EPISTEMOLOGY OF BIG DATA

Biomedical Big Data: New Models of Control Over Access,

Use and Governance

Effy Vayena (@ - Alessandro Blasimme
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Bioethical Inquiry (2017) 14:501-513

Three dimensions of data control

Conceptual shifts
@ Data subjects become data
distributors

M Consent becomes a
monitoring tool

I Governance becomes more
democratic

control

Fig. 1 Three dimensions of data control
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How to ensure data control?
Informed consent for data use

= Use authorizations given for primary data

H.ealth. Research use are unlikely to cover novel future uses.
with Big

Data: Time

for SyStemlc = Given the expansion of the data ecosystem,
Over31ght it is unlikely that current oversight models
Effy Vayena and will suffice.

Alessandro Blasimme

The Journal of Law, Medicine & Ethics, 46 (2018): 119-129. © 2018 The Author(s)
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How to ensure data control?
Informed consent for data use
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How to ensure data control?

Participatory practices for data governance
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“Tailored-to-You”: Public Engagement and the Political Legitimation of Precision
Medicine
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Data governance: participatory practices™

*genetic/genomic exceptionalism

% V|5 ) National Institutes of Healt

Recommendation 4.7: The PMI-CP should

ensure the responsible return of personal
results and information to individual
participants and sharing of aggregate
findings from its investigations with

participants so all volunteers may have
opportunity to benefit from the science.

Recommendation 4.1: Research f U s

participants and their advocates should be RESEARCH PROGRAM
central partners in the governance,
design, conduct, oversight, dissemination,
and evaluation activities of the PMI-CP.
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How to ensure data control?
Data portability for data access management

Philos. Technol. (2018) 31:473-479 0
https://doi.org/10.1007/s13347-018-0320-8 ¥

COMMENTARY 9
Democratizing Health Research N

Through Data Cooperatives it

Alessandro Blasimme' - Effy Vayena' - Ernst Hafen? go " UA’& -

New Data Economy

Fig. 1 A new data economy for health research. Citizens aggregate data from different sources and make
them available for research through data cooperatives. Cooperatives offer oversight mechanisms to filter data
access requests and tools for the democratic governance of the data
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The role of data infrastructures

www.nature.com/ejhg ESHG

W) Check for updates

REVIEW ARTICLE OPEN
Ethical and social reflections on the proposed European Health

Data Space

Ciara Staunton '™, Mahsa Shabani (3, Deborah Mascalzoni®"*, Signe MeZinska (®° and Santa Slokenberga®

© The Author(s) 2024

The COVID-19 pandemic demonstrated the benefits of international data sharing. Data sharing enabled the health care policy
makers to make decisions based on real-time data, it enabled the tracking of the virus, and importantly it enabled the development
of vaccines that were crucial to mitigating the impact of the virus. This data sharing is not the norm as data sharing needs to
navigate complex ethical and legal rules, and in particular, the fragmented application of the General Data Protection
Regulation (GDPR). The introduction of the draft regulation for a European Health Data Space (EHDS) in May 2022 seeks to address
some of these legal issues. If passed, it will create an obligation to share electronic health data for certain secondary purposes.
While there is a clear need to address the legal complexities involved with data sharing, it is critical that any proposed reforms are
in line with ethical principles and the expectations of the data subjects. In this paper we offer a critique of the EHDS and offer some
recommendations for this evolving regulatory space.

European Journal of Human Genetics (2024) 32:498-505; https://doi.org/10.1038/541431-024-01543-9
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npj | digital medicine Article

Published in partnership with Seoul National University Bundang Hospital 8

https://doi.org/10.1038/s41746-024-01105-9

Sync fast and solve things —best practices
for responsible digital health

® Check for updates

c in Landers, Al iro Blasimme © & Effy Vayena © (-2

npj | digital medicine Comment

Published in partnership with Seoul National University Bundang Hospital 8

https://doi.org/10.1038/s41746-025-01724-w

Fostering inclusive co-creation in
digital health

dro Blasi C itin Landers & Effy Vayena ™ Check for updates

https://doi.org/10.1038/s41746-024-01105-9 Article
Table 1 | Overview of governance best practices for digital health innovation
Inclusive co-creation Responsive regulation Value-driven innovation
Description Diverse stakeholders co-create innovation Early exchanges, capability building, and sand- Training, technology, and new business models

throughout phases, following an aligned vision

boxing enable dynamic responses to innovation enable innovators to drive responsible innovation

Lead actors All stakeholders

Regulators

Innovators
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Lost in “transition”
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Concluding considerations

= The conditions for data use, governance
and access are evolving

= Regulation alone is insufficient to guarantee
data control: participatory data governance
and meaningful empowerment of data
subjects

= Need to expand data infrastructure design to
include data ethics best practices
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