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Meeting of 28 and 29 January 2003 
 
 
 
 
EMEA Launch Secure Message Transfer Application for Communications with 
Industry 
 
The EMEA held an EU Telematics Conference at its premises in London on 28th and 29th 
January 2003 involving representatives from Industry (EFPIA and IFAH) and EU Member 
State Drug Regulatory Authorities.  The second day of this conference involved the launching 
of the EudraLink application for Secure Message Transfer and Communications between 
EMEA, EU Member State Drug Regulatory Authorities and Industry. 
 
Because of its pivotal role within the EU regulatory framework, the EMEA has demanding 
requirements for the transfer of documents between its partners. Drug companies and national 
medicine authorities have to be able to exchange highly sensitive documentation with the 
highest levels of security. Such documents cannot be sent out using a regular email system 
due to the inherent security holes associated with email over the internet. Not only is it 
possible as a result of human error to send a confidential email to the wrong place, but also 
the content of the email is not encrypted during transmission and is freely available to anyone 
listening on the network. A system was needed by which the sensitive content of any message 
was kept separate from the email instructing the recipient of its location. This way, should the 
email fall into the wrong hands through either accidental or malicious behaviour, the content 
is in no way compromised. EudraLink manages these security issues with a layer of defence. 
Whenever a document is sent using EudraLink, the recepient receives an email with a 
hyperlink on it. Following that link takes the user to a secure website where they are also 
prompted for a password before being allowed to download the document using an encrypted 
file transfer. 
 
• 128bit 'Blowfish' encryption for stored messages 
• SSL encryption for file uploads and downloads 
• Password protected   
 
Due to the wide user base spanning multiple nations and languages, any product used would 
need to be simple to install on any computer workstation, irrespective of the operating system. 
EudraLink achieves this by using existing technology for the user interface, thus removing the 
need for any software to be installed on the users machine. So long as the workstation has a 
web browser and the ability to collect email then it can be used to send and receive documents 
using EudraLink.   


