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Glossary and abbreviations  122 

Generally used terms 123 

Unless otherwise specified (e.g. “source data” or “source document”) and in order to simplify the text, 124 

“data” will be used in this guideline in a broad meaning which may include documents (e.g. in electronic 125 

trial master files (eTMF)), records or any form of information. 126 

All references to a sponsor in this guideline also apply to a contract research organisation (CRO) to the 127 

extent that a CRO has assumed the trial related duties and functions of a sponsor (ICH-GCP 5.2.4). 128 

When a computerised system is implemented by the institution where the investigator is conducting a 129 

clinical trial, any reference to the investigator in this guideline also includes that institution, as provided 130 

for by ICH-GCP 1.35 (investigator / institution: An expression meaning "the investigator and/or 131 

institution, where required by the applicable regulatory requirements"), except for those responsibilities 132 

assigned by ICH-GCP to the investigator personally and not to the investigator / institution. 133 

The word "trial participant" is used in this text as a synonym for the term “subject”, defined in Directive 134 

2001/20/EC as “an individual who participates in a clinical trial as a recipient of the investigational 135 

medicinal product (IMP) or a control”.  136 

For the purpose of this guideline, the term “information” reflects meaningful organisation and processing 137 

of data and documentation and “data” reflects measurement and assessment of variable parameters 138 

relevant to specific outcomes. The “results” are a composition of organised and fit-for-purpose 139 

information. 140 

Artificial intelligence 141 

Artificial intelligence (AI) covers a very broad set of algorithms which enable computers to mimic human 142 

intelligence. It ranges from simple if-then rules and decision trees to machine learning and deep learning.  143 

Machine learning (ML) is a subset of AI and includes computer algorithms which are trained to classify 144 

or predict data, without actually being programmed to do so. ML is divided into supervised and 145 

unsupervised learning.  146 

Deep learning (DL) is a subset of ML and contains algorithms which allow software to train itself by 147 

exposing multi-layered neural networks to vast amounts of data. 148 

Audit trail (in computerised systems) 149 

“Documentation that allows reconstruction of the course of events.” (ICH-GCP 1.9) 150 

In computerised systems an audit trail is a secure, computer generated, time-stamped electronic record 151 

that allows reconstruction of the course of events relating to the access, creation, modification, and 152 

deletion of an electronic record or use of the computerised system itself. 153 

Case report form (CRF)  154 

“A printed, optical, or electronic document designed to record information to be reported to the sponsor 155 

on each trial subject.” (ICH-GCP 1.11) 156 

Certified copy  157 

“A copy (irrespective of the type of media used) of the original record that has been verified (i.e., by a 158 

dated signature or by generation through a validated process) to have the same information, including 159 

data that describe the context, content, and structure, as the original.” (ICH-GCP 1.63) 160 

Clinical outcome assessment (COA) 161 

COA employs a tool for direct reporting of outcomes by clinicians, trial site staff, trial participants and 162 

their caregivers. The term COA is proposed as an umbrella term to cover both single dimension and 163 

multi-dimension measures of symptoms, health-related quality of life (HRQL), health status, adherence 164 

to treatment, satisfaction with treatment, etc. 165 
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Data governance 166 

The totality of arrangements to ensure that data fulfils the ALCOA++ principles (see section 4.5) 167 

throughout the entire data life cycle. 168 

Data life cycle 169 

All processes related to the creating, recording, processing, reviewing, analysing, reporting, transferring, 170 

storing, migrating, archiving, retrieving and deleting of data. 171 

Dynamic file formats  172 

Dynamic files (e.g.  spreadsheets with automatic calculations) include automatic processing and/or 173 

enable an interactive relationship with the user to change content (e.g. eCRF). A certified electronic copy 174 

may be retained in different electronic file formats to the original record, but the equivalent dynamic 175 

nature (including metadata) of the original record should be retained. 176 

Good documentation practice  177 

Good documentation practice is used to describe a standard for creation and maintenance of 178 

documentation in order to ensure its integrity. It includes, but is not limited to, that a record is made at 179 

the time of the corresponding event, that documents are printed or written (e.g. signed) with indelible 180 

and lasting ink, that critical entries are verified by a second person, that pages (e.g. in notebooks) are 181 

numbered, that documents, where applicable, are reviewed, approved, signed and dated by appropriate 182 

personnel, and that any later alterations are made as ‘GxP corrections’. The latter implies that changes 183 

include the name and the signature of person who made the change, full visibility of what was changed 184 

including both the new and old text (altered text is not obscured), the date and if relevant the time when 185 

the change was made, and whenever not completely obvious, the reason or justification why the change 186 

was made. These essential characteristics apply equally for both paper and electronic records. 187 

There is a strong bond between good documentation practice and the ALCOA++ principles (see section 188 

4.4) and between GxP corrections and an audit trail (see section 6.2). 189 

Important aspects are implementation of practices such as contracts, change control including version 190 

control and traceability, review, approval and distribution processes etc. for critical documents. In 191 

general, essential documents should be approved, signed and dated by the relevant/authorised persons. 192 

See also EU GMP Chapter 4. 193 

Patient-reported outcome (PRO) 194 

Any outcome reported directly by the trial participant and based on the trial participant's perception of 195 

a disease and its treatment(s) is called patient-reported outcome (PRO). The term PRO is proposed as 196 

an umbrella term to cover both single dimension and multi-dimension measurements of symptoms, 197 

HRQL, health status, adherence to treatment, satisfaction with treatment, etc. (Source: CHMP Reflection 198 

paper on the regulatory guidance for the use of HRQL measures in the evaluation of medicinal products 199 

- EMEA/CHMP/EWP/139391/2004) 200 

Qualification  201 

“Action of proving and documenting that equipment or ancillary systems are properly installed, work 202 

correctly, and actually lead to the expected results. Qualification is part of validation, but the individual 203 

qualification steps alone do not constitute process validation.” (ICH Q7 20 Glossary) 204 

Expected results for system qualification should be traceable to a system specification, e.g. a User 205 

Requirements Specification (URS). 206 

 207 

Source data  208 

“All information in original records and certified copies of original records of clinical findings, 209 

observations, or other activities in a clinical trial necessary for the reconstruction and evaluation of the 210 
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trial. Source data are contained in source documents (original records or certified copies).” (ICH-GCP 211 

1.51) 212 

Source documents  213 

“Original documents, data, and records (e.g., hospital records, clinical and office charts, laboratory notes, 214 

memoranda, subjects' diaries or evaluation checklists, pharmacy dispensing records, recorded data from 215 

automated instruments, copies or transcriptions certified after verification as being accurate copies, 216 

microfiches, photographic negatives, microfilm or magnetic media, X-rays, subject files, and records 217 

kept at the pharmacy, at the laboratories and at medico-technical departments involved in the clinical 218 

trial).” (ICH-GCP 1.52) 219 

Static file formats 220 

Static files (e.g. PDF scan) containing information or data that are fixed/frozen and allow no interaction 221 

to change the content. Paper document digitised as pdf, e.g. scanned ethics approval letter.  222 

System life cycle  223 

The life cycle of a computerised system includes all phases of the system; i.e. typically 1) the concept 224 

phase where the regulated party considers to automate a process and where user requirements are 225 

collected, 2) the project phase where a contracted party is selected, a risk-assessment is made and the 226 

system is implemented and qualified, 3) the operational phase where a system is used in a regulated 227 

environment and changes are implemented in a manner which maintains data confidentiality, integrity 228 

and availability, and finally, 4) a retirement phase which includes decisions about data retention, 229 

migration or destruction and management of these processes. 230 

Validation  231 

“A process of establishing and documenting that the specified requirements of a computerized system 232 

can be consistently fulfilled from design until decommissioning of the system or transition to a new 233 

system. The approach to validation should be based on a risk assessment that takes into consideration 234 

the intended use of the system and the potential of the system to affect human subject protection and 235 

reliability of clinical trial results.”. (ICH-GCP 1.65) 236 

Abbreviations  237 

AI artificial intelligence  

BYOD bring your own device  

(e)COA electronic clinical outcome assessment  

(e)CRF electronic case report form  

COTS commercial of the shelf  

 

CRO contract research organisation  

CTMS clinical trial management systems  

DMP data management plan  

DEXA dual-energy x-ray absorptiometry   

ECG electrocardiogram  

EDC      electronic data collection  

EEA European Economic Area  

EU        European Union 
GCP good clinical practice 

 

GCP-IWG GCP Inspectors’ Working Group 
GPS global positioning system 

 

(e)HR electronic health records  

HRQL health-related quality of life  
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HTTPS hypertext transfer protocol secure 

IB investigator brochures   

ICH  International Conference on Harmonisation 

IMEI international mobile eEquipment identity 

 

IMP investigational medicinal product  

IaaS Infrastructure as a service  

IQ/PQ installation qualification/performance qualification 

 

IRT interactive response technology 
IT information technology 

 

IVRS interactive voice response system 

MEID mobile equipment identifier 
 

PI principal investigator  

PaaS Platform as a service  
PC personal computer 

 

SaaS software as a service  

SOP standard operating procedure  

SUSAR suspected unexpected serious adverse reaction  

(e)TMF electronic trial master file 

UAT user acceptance testing 

 

URS user requirements specification  

UTC universal time coordinated 
VAS visual analogue scales 

VPN virtual private network 

 

Executive summary  238 

Computerised systems are being increasingly used in clinical research. The complexity of such systems 239 

has evolved rapidly during the last years from eCRF, ePROs, to various wearable devices used to 240 

continuously monitor trial participants for clinically relevant parameters and ultimately to the use of AI. 241 

The latter will be further elaborated on in a future Annex. Changes in trial types (e.g. implementation of 242 

fully or partly decentralised trials) will also mean an increased use of computerised systems. Hence there 243 

is a need to provide guidance to sponsors, CROs, investigators, and other parties involved in the design, 244 

conduct and reporting of clinical trials reflective of these changes in data types and trial types on the use 245 

of computerised systems and on the collection of electronic data, as this is important to ensure the 246 

quality and reliability of trial data, as well as the safety and wellbeing of the trial participants. This would 247 

ultimately contribute to a robust decision-making process based on such clinical data.   248 

1.  Introduction  249 

As described above, the change in data and trial types and thereby the use of computerised systems 250 

presents  new challenges. The EMA ‘Reflection Paper on expectations for electronic source data and data 251 

transcribed to electronic data collection tools in clinical trials’ started to address these when it was 252 

published in 2010. However, the development of and experience with such systems has progressed. A 253 

more up to date guideline is needed.  254 

2.  Scope  255 

The scope of this guideline is computerised systems, (including instruments, software and services) used 256 

in clinical trials in the creation/capture of electronic clinical data and to the control of other processes in 257 

the conduct of a clinical trial of investigational medicinal products. These include, but may not be limited 258 

to the following: 259 
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- Electronic Health Records (eHR), used by the investigator for capture of all health information as per 260 

normal clinical practice. 261 

- Tools supplied to investigators/trial participants for recording clinical data by data entry (e.g. COAs).  262 

o Electronic trial participant data capture devices used to collect ePRO data, e.g. mobile devices 263 

supplied to trial participants or applications for the use by the trial participant on their own device 264 

(bring your own device (BYOD)).  265 

o Electronic devices used by clinicians to collect data e.g. mobile devices supplied to clinicians. 266 

- Tools supplied for automatic capture of events such as biometric measures (e.g. blood pressure, 267 

respiratory measures or electrocardiogram (ECG) monitoring). 268 

- eCRFs e.g. desktop or mobile device-based programs or access to web-based applications, which may 269 

contain source data directly entered, transcribed data or data transferred from other sources, or any 270 

combination of these. 271 

- Tools that automatically capture data related to transit and storage temperatures for IMP or clinical 272 

samples. 273 

- Tools to capture, generate, handle or store data in a clinical environment where analysis, tests, scans, 274 

imaging, evaluations, etc. involving trial participants or samples from trial participants are performed 275 

in support of clinical trials (e.g. dual-energy x-ray absorptiometry (DEXA) or X-ray machines and 276 

related software). 277 

- eTMFs, which are used to maintain the clinical trial essential documentation. 278 

- Electronic informed consent, for provision of information and/or capture of the informed consent 279 

when this is allowed according to national legislation, e.g. desktop or mobile device-based programs 280 

supplied to potential trial participants or applications for the use by the potential trial participants on 281 

their BYOD or access to web-based applications. 282 

- Interactive Response Technologies (IRT), for management of randomisation, supply and receipt of 283 

IMP, e.g. via a web-based application. 284 

- Portals for supplying information from the sponsor to the sites e.g. investigator brochures (IBs), 285 

suspected unexpected serious adverse reactions (SUSARs), training material and for documenting site 286 

review, training etc. 287 

- Other computerised systems implemented by the sponsor holding/managing and/or analysing data 288 

relevant to the clinical trial e.g. clinical trial management systems (CTMS), pharmacovigilance 289 

databases, statistical software programming pharmacovigilance databases, statistical software, 290 

document management systems and central monitoring software. 291 

- AI used in clinical trials e.g. for trial participant recruitment, determination of eligibility, coding of 292 

events and concomitant medication and data clarification and cleaning processes. 293 

The approach towards computerised systems and medical devices used in clinical practice (e.g. regarding 294 

validation) should be risk proportionate. The risk-assessment should consider the relevance of the 295 

system use for the safety of the participant and the importance and integrity of derived clinical trial data 296 

i.e. whether the system is used for standard care and safety measurements for participants or if systems 297 

are used to generate primary efficacy data that are relied on in e.g. a marketing authorisation application. 298 

Systems used outside approved setting is inherently of higher risk. In case of well-established 299 

computerised systems, which are used in line with approval in a routine setting for less critical trial data, 300 

the certification by a notified body may suffice as documentation whereas other more critical systems 301 

may require a more in-depth validation effort. This decision should be justified pre-trial.  302 

3.  Legal and regulatory background  303 

- Directive 2001/20/EC (until repealed by Regulation (EU) No 536/2014) 304 

- Directive 2005/28/EC (until repealed by Regulation (EU) No 536/2014) 305 

- Regulation (EU) No 536/2014 306 
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- ICH Guideline for good clinical practice E6(R2), (EMA/CHMP/ICH/135/1995 Revision 2) 307 

This guideline is intended to assist the sponsors, investigators, and other parties involved in clinical trials 308 

in complying with the requirements of the current legislation (Directive 2001/20/EC and Directive 309 

2005/28/EC), as well as ICH E6 Good Clinical Practice (GCP) Guideline (‘ICH-GCP guideline’), regarding 310 

the use of computerised systems and collection of electronic data in clinical trials. 311 

The guideline applies to the legal representatives and CROs, which according to the ICH-GCP guideline 312 

includes any contracted party such as vendors and service providers to the extent of their assumed trial-313 

related duties and functions.   314 

The risk-based approach to quality management also has an impact on the use of computerised systems 315 

and collection of electronic data. To ensure continued guidance once the Clinical Trials Regulation (EU) 316 

No. 536/2014 (‘Regulation’) comes into application, this guideline already prospectively considers the 317 

specific requirements of the Regulation with respect to these systems and data. 318 

Consideration should also be given to meeting the requirements of any additional current legal and 319 

regulatory framework that may in addition apply to the medicinal product regulatory framework, 320 

depending on the digital technology. These may include e.g. medical devices, data protection legislation 321 

and legislation on electronic identification. 322 

Further elaboration of EU GCP Inspectors’ Working group’s (GCP IWG) expectations on various topics, 323 

including those of computerised systems can be found as GCP Q&As published on the EMA website  324 

4.  Principles and definition of key concepts 325 

The following sections outline the basic principles that apply to all computerised systems used in clinical 326 

trials. 327 

4.1.  Data integrity  328 

Data integrity is achieved when data (irrespective of media) are collected  and maintained in a secure 329 

manner, to fulfil the ALCOA++ principles of being attributable, legible, contemporaneous, original, 330 

accurate, complete, consistent, enduring and traceable as described in section 4.5 in order for the data 331 

to adequately support robust results and good decision making throughout the data life cycle. Assuring 332 

data integrity requires appropriate quality and risk management systems as described in section 4.6., 333 

including adherence to sound scientific principles and good documentation practices. 334 

Data governance should address data ownership and responsibility throughout the life cycle, and consider 335 

the design, operation and monitoring of processes/systems to comply with the principles of data integrity 336 

including control over intentional and unintentional changes to data. 337 

Data governance systems should include staff training in the importance of data integrity principles and 338 

the creation of a working environment that enables visibility, and actively encourages reporting of errors, 339 

omissions and undesirable results. 340 

Lack of integrity before the mandated retention period can ultimately render the data unusable and is 341 

equivalent to data loss/destruction and is considered GCP noncompliant. 342 

4.2.  Responsibilities 343 

Roles and responsibilities in clinical trials should be clear. The responsibility for the conduct of clinical 344 

trials is assigned via legislation to two parties, which may each have implemented computerised systems 345 

for holding/managing data, in the context of clinical trials: 346 



 
Guideline on computerised systems and electronic data in clinical trials  
EMA/226170/2021 Page 11/47 
 

- Investigators and their institutions, laboratories and other technical departments or clinics, generate 347 

the data, construct the record and may use their own software and hardware (purchased, part of 348 

national or institutional health information systems, or locally developed).  349 

- Sponsors, supplying, and/or, managing and operating computerised systems (including software and 350 

instruments) and the records generated by them. The sponsors may do this directly, or via CROs, 351 

including organisations providing ePRO, eCRF, or interactive voice response system (IVRS) specialists 352 

that collect and store data on behalf of sponsors. 353 

Please refer to Annex 1 regarding the contracting out of tasks related to computerised systems.  354 

4.3.  Electronic data  355 

Data consists of collected individual data points. Data becomes information when viewed in context. 356 

Metadata is providing context for the data point. Different types of metadata exist such as: variable 357 

name, unit, field value before and after change, reason for change, TMF location document identifier, 358 

time stamp, user. Typically, these are data that describe the characteristics, structure, data elements 359 

and inter-relationships of data e.g. audit trails. Metadata also permit data to be attributable to an 360 

individual (or if automatically generated, to the original data source). Metadata form an integral part of 361 

the original record. Without the context provided by metadata the data has no meaning. 362 

4.4.  Source data  363 

The term source data usually refers to the original reported observation in a source document. However, 364 

source data can be processed to a certain degree. Part of the collection process already transforms values 365 

e.g. CT scanning images.  366 

Source data files could be e.g. hospital records, clinical and office charts, laboratory notes. Further 367 

examples include e-mails, spreadsheets, audio and/or video files, images and tables in databases. An 368 

electronic document that contains source data is considered an electronic source document. It is 369 

important to ensure that the true source data list is understood, defined and retained.  370 

The location of source documents and the associated source data they contain, should be clearly 371 

identified at all points within the data capture process.  372 

Below is an example (figure 1) of a situation where the true source data (e.g. imaging, but could also 373 

relate to information from a wearable) is often not used for source data verification, or it is not 374 

ensured that it is retained.375 
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376 

Fig. 1 377 

From a practical point of view, the first obtainable permanent data from an electronic data 378 

generation/capture should be considered and defined as the electronic source data. This process should 379 

be validated to ensure that the source data generated/captured is representative of the original 380 

observation and should contain metadata, including audit trail, to ensure data is attributable, legible, 381 

complete, original and accurate (see minimum requirements for electronic source data). See section 4.5. 382 

The logical location where the source data is first obtained should be part of the metadata.  383 

Below is an example of a typical data flow for the use of ePRO, wearables etc. (figure 2): 384 

  385 

Fig. 2 386 
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4.5.  ALCOA(++) principles  387 

A number of attributes are considered of universal importance to data. These include that the data are: 388 

Attributable  389 

Data should be attributable to the person generating the data. Based on the criticality of the data, it 390 

should also be traceable to the system/device, in which the data were generated/captured. The 391 

information about originator (e.g. system operator, data originator) and system (e.g. device, process) 392 

should be kept as part of the metadata. 393 

Legible 394 

Data should be maintained in a readable form to allow review in its original context. Therefore, changes 395 

to data, such as compression, encryption and coding should be completely reversible to facilitate this. 396 

Contemporaneous  397 

Data should be generated by a system or captured by a person at the time of the observation. The 398 

information of the timepoint of observation and the time point of permanent save should be kept as part 399 

of the metadata, including audit trail. Accurate date and time information should be automatically 400 

captured and should be linked and set by an external standard (e.g. universal time coordinated (UTC), 401 

central server).  402 

Original  403 

Data should be the original first generation/capture of the observation. Certified copies can replace 404 

original data (See section on certified copies: 6.5.). Information that is originally captured in a dynamic 405 

state should remain available in that state.  406 

Accurate  407 

The use of computerised systems should ensure that the data are at least as accurate as those recorded 408 

by paper means. The coding process, which consists in matching text or data collected on the CRF to 409 

terms in a standard dictionary, thesaurus or tables (e.g. units, scales), should be controlled. The process of 410 

data transfer between systems should be validated to ensure the data remains accurate. 411 

Data should be an accurate representation of the observations made. Metadata should contain 412 

information to describe the observations and, where appropriate, it could also contain information to 413 

confirm its accuracy.  414 

Complete  415 

To reconstruct and fully understand an event, data should be a complete representation of the 416 

observation made and should be represented in the original context and associated metadata, including 417 

audit trail. Data where the original context or the metadata, including audit trail, were lost and/or 418 

detached is not complete. 419 

Consistent  420 

Processes should be in place to ensure consistency of the definition, generation/capturing and 421 

management (including migration) of data throughout the data life cycle. Processes should be 422 

implemented to minimise the risk of contradictions e.g. by the use of standardisation, data validation 423 

and appropriate training. 424 

Enduring  425 

Data should be maintained appropriately such that they remain intact and durable through the entire 426 

data life cycle, as appropriate, according to regulatory retention requirements. (See section on back-up 427 

and archiving: 6.8). 428 

Available when needed  429 
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Data should be stored at all times in order to be readily available for review when needed. 430 

Traceable 431 

Data should be traceable throughout the data life cycle. Any changes to the data, to the context or 432 

metadata should be traceable, should not obscure the original information and should be explained, if 433 

necessary. Changes should be documented as part of the metadata (e.g. audit trail).  434 

4.6.  Criticality and risks 435 

ICH-GCP E6(R2) introduces the need for a quality management system with a risk-based approach. Risks 436 

should be considered at both the system level e.g. standard operating procedures (SOPs), computerised 437 

systems and staff, and for the specific clinical trial e.g. trial specific data and data collection tools or trial 438 

specific builds/configurations of systems.  439 

Risks in relation to the use of computerised systems and especially those related to the assurance of 440 

data integrity should be identified, analysed and mitigated or accepted throughout the system life cycle. 441 

Where applicable, mitigating actions include revised system design, configuration or customisation, 442 

increased system qualification or revised SOPs for the use of systems and data governance culture. 443 

In general, risks should be determined based on system used, operator, use of system and data involved. 444 

High-risk component parts of any system should always be addressed. For example, a component part 445 

of an IRT system that calculates IMP dose based on data input by the investigator would be high risk 446 

compared to other functionality such as generation of an IMP shipment report. The complicity between 447 

each component should be taken into consideration. 448 

All data collected in the context of an approved clinical trial should be reliable. Consequently, the 449 

arrangements for data governance to ensure that data, irrespective of the format in which they are 450 

generated, are recorded, processed (including analysis, alteration/imputation, transformation or 451 

migration), used, retained (archived), retrieved and destroyed should be considered for data integrity 452 

risks and appropriate control processes implemented.  453 

The approach used to reduce risks to an acceptable level should be proportionate to the significance of 454 

the risk. Risk reduction activities may be incorporated in protocol design and implementation, system 455 

design, build and validation, monitoring plans, agreements between parties defining roles and 456 

responsibilities, systematic safeguards to ensure adherence to SOPs, training in processes and 457 

procedures etc. 458 

The identification of the most effective and efficient risk-based control, including periodic review of the 459 

data and metadata can be determined and implemented. 460 

There are special risks to take into consideration when activities are contracted out. These are further 461 

elaborated in Annex 1 on contracts.  462 

4.7.  Performing data capture in clinical trials  463 

The approved clinical trial protocol should specify which data is to be generated/captured by whom and 464 

when and which tools or procedures are to be used.  465 

The protocol should identify any data to be recorded directly into the eCRFs and considered to be source 466 

data (ICH-GCP 6.4.9). This is equally applicable to other specific data collection systems, such as ePRO. 467 

Data directly captured in these tools without prior identification in the protocol to be source data is 468 

considered as GCP-noncompliant.  469 

Tools used to generate, capture, transfer, manipulate or store data such as a CRF and other instruments 470 

such as COA and trial participant diary tools which report clinical data to the sponsor should be an 471 
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accurate representation of the protocol ensuring capture and transfer of only the data as specified within 472 

the protocol.  473 

The sponsor and investigator should maintain a record of the location(s) of their respective essential 474 

documents including source documents (ICH-GCP 8.1). Investigators should document source data 475 

consistently in accordance with the source data location list. 476 

The source data and their respective capture methods should be clearly defined prior to the recruitment 477 

of the trial participants.  478 

A detailed diagram and description of the transmission of electronic data should be available. The sponsor 479 

should describe which data will be transferred and in which format, the origin and destination of the 480 

data, the parties with access to the transferred data, the timing of the transfer and any actions that may 481 

be applied to the data, for example, data validation, reconciliation, verification and review. The use of a 482 

data management plan (DMP) is strongly encouraged.  483 

Any data generated/captured and transferred to the sponsor or CRO that is not stated in the protocol or 484 

related documents is considered GCP-noncompliant. 485 

There is no requirement or expectation that the sponsors and investigators use computerised systems 486 

to collect data; however, the use of electronic data collection (EDC) tools if implemented and controlled 487 

to the described standard, offers a wide variety of functions to improve data completeness, consistency 488 

and unambiguity, e.g. automatic edit checks, validation checks, assisting information and workflow 489 

control.  490 

4.8.  Electronic signatures 491 

Whenever an electronic signature is used within a clinical trial to replace a wet-ink signature required by 492 

GCP, the electronic signature functionality should meet the expectations stated below regarding 493 

authentication, non-repudiation, unbreakable link and timestamp of the signature: 494 

The system should thus include functionality to 1) authenticate the signatory, i.e. establish a high degree 495 

of certainty that a record was signed by the claimed signatory, 2) ensure non-repudiation, i.e. that the 496 

signatory cannot later deny having signed the record, 3) ensure an unbreakable link between the 497 

electronic record and its signature, i.e. that the contents of a signed (approved) version of a record 498 

cannot later be changed by anyone without automatically being rendered visibly un-signed (un-499 

approved), and 4) provide a timestamp, i.e. that the date, time and time zone when the signature was 500 

applied is recorded. 501 

Electronic signatures can further be divided into two groups depending on whether the identity of the 502 

signatory is known in advance or not; i.e. signatures executed in closed and in open systems. 503 

For closed systems which constitute the majority of systems used in GCP and which are typically provided 504 

by the sponsor, a CRO or an investigator, the system owner knows the identity of all users and signatories 505 

and has full control over these. The electronic signature functionality in these systems should be proven 506 

during system qualification to have the qualities mentioned above. 507 

However, EU Regulation 910/2014 (“eIDAS”) on electronic identification and trust services for electronic 508 

transactions is not applicable for closed systems (“eIDAS” clause 21 and article 2.2). 509 

For open systems, the signatories (and users) are not known in advance, and hence, identification of a 510 

signatory should be based on a personal qualified certificate for electronic signatures. Implementation 511 

of electronic signatures in open systems should meet EU Regulation 910/2014 (“eIDAS”). 512 

A special case of electronic signatures is hybrid electronic signatures, where electronic records in a 513 

computerised system are signed using wet-ink signatures on paper. In this case, it follows from the 514 
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above that there should be an unbreakable link between the electronic record in the computerised system 515 

and the signature page on paper, e.g. by means of a checksum (hash code) calculated for the electronic 516 

record and printed by the system on the signature page. 517 

Biometric approaches are currently not specifically addressed by ICH-GCP E6(R2). If using biometrics 518 

instead of signature or e-signature, investigator and sponsor should ensure that these fulfil the above 519 

mentioned requirements and local legal requirements. 520 

4.9.  Data protection  521 

"The confidentiality of records that could identify trial participants should be protected, respecting the 522 

privacy and confidentiality rules in accordance with the applicable regulatory requirement(s)." (ICH-GCP 523 

2.11). The requirements of Regulation (EU) 2016/679 (General Data Protection Regulation) on the 524 

protection of individuals with regard to the processing of personal data and on the free movement of 525 

such data should be followed except when specific requirements are implemented for clinical trials e.g. 526 

that a trial participant does not have the right to be forgotten (and consequently data deleted) as this 527 

would cause bias to e.g. safety data (Regulation 536/2014 recital 76). Trial participants should not be 528 

asked to waive their rights by informed consent processes (ICH-GCP section 4.8.4.). 529 

In accordance with Union data protection legislation, the location of personal data processed (both at 530 

rest and in transit) must be within the EU/EEA. If personal data is transferred to a third country or 531 

international organisation, such data transfer must comply with applicable Union data protection. In 532 

summary, this means that the transfer must be either carried out on the basis of an adequacy decision 533 

(Article 45 of GDPR, Article 47 of EUDPR), otherwise the transfer must be subject to appropriate 534 

safeguards (as listed in Article 46 of GDPR or Article 48 of EUDPR) or the transfer may take only if a 535 

derogation for specific situations apply (under Article 49 of GDPR or Article 50 of EUDPR). 536 

4.10.  Validation of systems  537 

All computerised systems used within a clinical trial should be subject to processes that confirm that the 538 

specified requirements of a computerised system are consistently fulfilled and that the system is fit for 539 

purpose. Validation should ensure accuracy, reliability and consistent intended performance, from design 540 

until decommissioning of the system or transition to a new system. 541 

The processes used for the validation should be decided upon by the system owner (e.g. sponsors, 542 

investigators, technical facilities) and described, as applicable. System owners should ensure adequate 543 

oversight of validation activities and documentation (thereon) performed by contracted parties to ensure 544 

suitable procedures are in place and that they are being adhered to.  545 

Documentation (including information within computerised systems used as process tools for validation 546 

activities) should be maintained to demonstrate that the system is maintained in the validated state. 547 

Such documentation should be available for both the validation of the software and for validation of the 548 

trial-specific configuration.  549 

Validation of the trial-specific configuration should ensure that the system is consistent with the 550 

requirements of the approved clinical trial protocol and robust testing of functionality implementing such 551 

requirements is undertaken, for example, eligibility criteria questions in an eCRF, randomisation strata 552 

and dose calculations in an IRT system.  553 

See Annex 2.4 for further detail on validation. 554 
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4.11.  Direct access to computerised systems  555 

All relevant computerised systems should be readily available and directly accessible (this requires a 556 

unique  username and password) upon request by inspectors of regulatory authorities. If a computerised 557 

system is de-commissioned, direct access (with personal username and password) to the data should be 558 

still ensured (see section 6.11). 559 

5.  Computerised systems  560 

Requirements for validation are described in section 4.10 and Annex 2, requirements for user 561 

management in Annex 3 and requirements for IT security in Annex 4 of this guideline. 562 

5.1.  Keeping a description of computerised systems  563 

The responsible party should maintain a list of physical and logical location of the data e.g. servers, 564 

functionality and operational responsibility for computerised systems and databases used in a clinical 565 

trial together with an assessment of their fitness for purpose. 566 

Where multiple computerised systems/databases are used, a clear overview should be available so the 567 

extent of computerisation can be understood. System interfaces should be described, defining how the 568 

systems interact, including validation status, methods used and implemented security measures. 569 

5.2.  Maintaining written procedures for the use of computerised systems  570 

Written procedures should be in place to ensure correct use of computerised systems. GCP requires that 571 

sponsors maintain SOPs for using computerised systems (see ICH-GCP 5.5.3b). 572 

5.3.  Training requirements for computerised systems 573 

“Each individual involved in conducting a clinical trial should be qualified by education, training, and 574 

experience to perform his or her respective task(s).” (ICH-GCP 2.8). This also applies to training in 575 

computerised systems. Systems and training should be designed to meet the specific needs of the users 576 

(e.g. in sponsors/CROs and investigator). Special considerations should be considered regarding training 577 

of trial participants where they are users (see also Annex 5, section A5.3). 578 

There should be training on the relevant aspects of the legislation and guidelines for those involved in 579 

developing, building and managing trial specific computerised systems, for example, those employed at 580 

a contract organisation providing eCRF, IRT, ePRO, trial-specific configuration and management of the 581 

system during the clinical trial conduct. 582 

All training should be documented, and the records retained in the appropriate part of the investigator 583 

site file/sponsor TMF. 584 

5.4.  Security 585 

To maintain data integrity and protection of the rights of trial participants, computerised systems, used 586 

in clinical trials, should have security processes and features to prevent unauthorised access and 587 

accidental or deliberate data changes and maintain blinding of the treatment allocation where applicable. 588 

Checks should be used to ensure that only authorised individuals have access to the system and 589 

appropriate permissions (e.g. ability to enter or make changes to data). Records of authorisation of 590 

access to the systems, with the respective levels of access clearly documented should be maintained. 591 

The system should record changes to user roles and thereby access rights and permissions.  592 
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There should be documented training on the importance of security e.g. the need to protect and not to 593 

share passwords as well as enforcement of security systems and processes and identification and 594 

handling of serious breaches.  595 

See Annex 4 for further guidance on IT security. 596 

6.  Electronic data  597 

For each trial, it should be identified what electronic data and records will be collected, modified, imported 598 

and exported, archived and how they are retrieved and transmitted. Electronic source data, including its 599 

audit trail should be directly accessible to investigators, monitors, auditors and inspectors without 600 

compromising the confidentiality of participants’ identities (ICH-GCP 1.21). 601 

6.1.  Data capture and location  602 

The primary goal of data capture is to collect all data required by the protocol. All pertinent observations 603 

should be documented in a timely manner. The location of all source data should be specified prior to 604 

the start of the trial and updated during the conduct of the trial where applicable. (ICH-GCP 8.1. 605 

Addendum) 606 

6.1.1.  Transcription  from paper to electronic format  607 

Source data collected on paper (e.g. worksheets, paper CRFs or paper diaries or questionnaires) need 608 

to be transcribed either manually or by a validated entry tool into the EDC system or database(s). In 609 

case of manual transcription, risk-based methods should be implemented to ensure the quality of the 610 

transcribed data (e.g. double data entry and/or data monitoring)..  611 

6.1.2.  Transfer from electronic sources 612 

Study data are transferred in and between systems on a regular basis. All file and data transfers need 613 

to be validated and should ensure that data and file integrity is assured for all transfers.  614 

Data that is collected from external sources and transferred in open networks should be protected from 615 

unwarranted changes and secured/encrypted in a way which preclude disclosure of confidential 616 

information.  617 

All transfers that are needed during the conduct of a clinical trial need to be pre-specified.  618 

Qualification/validation of transfer should include appropriate challenging test sets and ensure that the 619 

process is available and functioning at clinical trial start (e.g. to enable ongoing sponsor review of diary 620 

data, lab data or adverse events by safety committees). Data transcribed or extracted and transferred 621 

from electronic sources and their associated audit trail should be continuously accessible (according to 622 

delegated roles and corresponding access rights) by the sponsor for ongoing review and by the 623 

investigator for the entire clinical trial and retention period (ICH-GCP 8.1). 624 

Transfer of source data and records where the original data or file is not maintained is a critical process 625 

and appropriate considerations are expected in order to prevent loss of data and metadata. 626 

6.1.3.  Direct data capture  627 

Direct data capture also can be done by using electronic data input devices and applications such as 628 

electronic diaries, electronic questionnaires and eCRFs for direct data entry. Where treatment-related 629 

pertinent information is captured first in a direct data capture tool such as a trial participant diary, a PRO  630 
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form or a special questionnaire, a written procedure should exist to transfer or transcribe information 631 

into the medical record, when relevant. Please also refer to Annex 5. 632 

Direct data capture can be done by automated devices such as wearables or laboratory or other technical 633 

equipment (e.g. medical imaging, ECG equipment) that are directly linked to an EDC tool. Such data 634 

should be accompanied by metadata concerning the device used (e.g. device version, device identifiers, 635 

firmware version, last calibration, data originator, UTC time stamp of events). 636 

6.1.4.  Data entry checks  637 

Computerised systems should validate manual and automatic data inputs to ensure a predefined set of 638 

validation criteria is adhered to. Data entry checks should be relevant for the protocol and developed 639 

and revised as needed. Data entry checks should be validated and implementation of the individual data 640 

entry checks should be controlled and documented. If data entry checks are paused at any time during 641 

the trial, this should be documented and justified. Data entry checks could be either immediately at data 642 

entry (edit checks), run automatically during defined intervals (e.g. daily) or manual.  643 

6.2.  Audit trail and audit trail review  644 

6.2.1.  Audit trail 645 

An audit trail should be enabled for the original creation and subsequent modification of all electronic 646 

data (ICH-GCP 2.10, 4.9.0, 4.9.3 and 5.5.3.c). In computerised systems, the audit trail should be secure, 647 

computer generated and time stamped (e.g. UTC). 648 

An audit trail is essential to ensure that changes to the data are traceable. Audit trails should be robust, 649 

and it should not be possible for “normal” users to deactivate them. If possible, for an audit trail to be 650 

de-activated by “admin users”, this should automatically create an entry into a log file (e.g. audit trail). 651 

Entries in the audit trail should be protected against change, deletion, and access modification (e.g. edit 652 

rights, visibility rights). The audit trail should not be stored outside the system. The responsible 653 

investigator, sponsor, and inspector should be able to review and comprehend the audit trail and 654 

therefore audit trails should be in a humanly readable format.  655 

Audit trails should be visible at data-point level in the live system and the entire audit trail should be 656 

available as an exported dynamic data file in order to allow for identification of systematic patterns or 657 

concerns in data across trial participants, sites etc. The audit trail should show initial entry and changes 658 

(value - previous and current-) made to what (field, data identifiers) by whom (username, role, 659 

organisation), when (date/time stamp), why (reason for change) in a GCP compliant manner. 660 

A procedure should be in place to address the situation when a data originator (e.g. investigator or trial 661 

participant) realises that she/he has submitted incorrect data by mistake and wants to correct the 662 

recorded data.  663 

It is important that original electronic entries are visible or accessible (e.g. in the audit trail) to ensure 664 

the changes are traceable. The audit trail should record all changes made as a result of data queries or 665 

a clarification process. The clarification process for data entered should be described and documented. 666 

Changes to data should only be performed when justified. Justification should be documented. In case 667 

the data originator is the trial participant, special considerations to data clarifications might be warranted. 668 

See Annex 5 section A5.1.1.41 for further details. 669 

For certain types of systems (e.g. ePRO) data entered may not be uploaded immediately but may be 670 

temporally placed in local memory. Such data should not be edited or changed without the knowledge 671 

of the data originator prior to saving. Any changes or edits should be acknowledged by the data 672 
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originator, should be documented in an audit trail and should be part of validation procedures. UTC date 673 

of data entry into the capture tool (e.g. eCRF) and UTC date of data saved to a hard drive should be 674 

recorded as part of the metadata. The duration between initial capture in local memory and upload to a 675 

central server should be short and traceable (i.e. transaction time), especially in case of direct source 676 

data entry. 677 

Data extracts or database extracts for internal reporting and statistical analysis do not necessarily need 678 

to contain the audit trail information. However, the database audit trail should capture the generation of 679 

data extracts and exports. 680 

Audit trails should capture any changes in data entry per field and not per page (e.g. CRF page). Where 681 

edit checks result in a change of data, the edit check should be part of the change rationale captured by 682 

the audit trail/event log. 683 

In addition to audit trail, metadata could also include (among others) review of access logs, event logs, 684 

queries etc. 685 

Access logs, including user name and user role, are in some cases to be considered important metadata 686 

and should consequently be available. This is considered necessary e.g. for systems that contain critical 687 

unblinded data. 688 

Care should be taken to ensure that information jeopardising the blinding does not appear in the audit 689 

trail accessible to blinded users. 690 

6.2.2.  Audit trail review 691 

Procedures for risk-based trial specific audit trail reviews should be in place and performance of data 692 

review should generally be documented. Data review should focus on critical data. Data review should 693 

be proactive and ongoing review is expected unless justified. Manual review as well as review by the use 694 

of technologies to facilitate review of larger datasets should be considered. Data review can be used to 695 

(among others) identify missing data, detect signs of data manipulation, identify abnormal data/outliers 696 

and data entered at unexpected or inconsistent hours and dates (individual data points, trial participants 697 

, sites), identify incorrect processing of data (e.g. non-automatic calculations), detect unauthorised 698 

accesses, detect device or system malfunction and detect if additional training is needed for trial 699 

participants /site staff etc. Audit trail review can also be used to detect situations where direct data 700 

capture has been defined in the protocol but where this is not taking place as described. 701 

In addition to audit trail review, metadata review could also include (among others) review of access 702 

logs, event logs, queries etc. 703 

The investigator should receive an introduction on how to navigate audit trail of own data in order to be 704 

able to review changes. 705 

6.3.  Sign-off of data  706 

The investigators are responsible for data entered into eCRFs and other EDC tools under their supervision 707 

(electronic records). Those data should be reviewed and signed-off. 708 

The signature of the principal investigator (PI) or authorised member of the investigator’s staff is 709 

considered as the documented confirmation that the data entered in the eCRF and submitted to the 710 

sponsor are attributable, legible, original, accurate, and complete and contemporaneous (ICH-GCP 711 

4.9.1.). Any member of the staff authorised for sign-off (as per ICH-GCP 8.3.14) should be qualified to 712 

do so in order to fulfil the purpose of the review as described below. National law could dictate specific 713 

responsibilities, which should then be followed. 714 
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The acceptable timing and frequency for the sign-off needs to be defined and justified for each trial by 715 

the sponsor and should be determined by the sponsor on a risk-based manner. The sponsor should 716 

consider trial-specific risks and provide a rationale for the risk-based approach. Points of consideration 717 

are types of data entered, non-routine data, importance of data, data for analysis, length of the trial and 718 

the decision made by the sponsor based on the entered data, including the timing of such decisions. It 719 

is essential that data are confirmed prior to interim analysis and the final analysis and that important 720 

data related to e.g. reporting of SAEs, adjudication of important events and endpoint data, DSMB review, 721 

are signed off in a timely manner. In addition, a timely review and sign-off of data that are entered 722 

directly into the CRF as source is particularly important. 723 

Therefore, it will rarely be sufficient to just implement one signature immediately prior to database lock. 724 

Signing of batches of workbooks is also not suited to ensure high data quality and undermines the 725 

purpose of timely and thorough data review.  726 

For planned interim analysis, e.g. when filing a marketing authorisation application, all submitted data 727 

(e.g. eCRF pages) need to be signed off by the investigator or her/his designated and qualified 728 

representative before extracting data for analysis. The systems should be designed to support this 729 

functionality. 730 

To facilitate timely data review and signing by the investigator or her/his designated representative, the 731 

design of the EDC tool should be laid out to support the signing of the data at the defined time points.  732 

Furthermore, it is important that the PI reviews the data on an ongoing basis in order to detect 733 

shortcomings and deficiencies in the trial conduct at an early stage, which is the precondition to 734 

undertake appropriate corrective and preventive actions.  735 

Adequate oversight by the PI is a general requirement to ensure participant safety and data quality and 736 

integrity. Oversight can be demonstrated via various means, one of them being review of reported data. 737 

Lack of investigator oversight may prevent incorrect data from being corrected in a timely manner and 738 

necessary corrective and preventive actions being implemented at the investigator site.  739 

6.4.  Copying data  740 

Data can be copied or transcribed for different purposes, either to replace source documents or essential 741 

documents or to be distributed amongst different stakeholders as working copies. If essential documents 742 

or source documents are irreversibly replaced by a copy, the copy should be certified (ICH-GCP 1.63). 743 

See section 6.5.  744 

Copies should contain a faithful representation of the data and contextual information. Source documents 745 

and data should allow accurate copies to be made. The method for copying should be practical and should 746 

ensure that the resulting copy is complete and accurate, including relevant metadata. See also “Guideline 747 

on the content, management and archiving of the clinical trial master file (paper and/or electronic), 748 

(EMA/INS/GCP/856758/2018), section 5 for further details on definition. 749 

6.5.  Certified copies 750 

When creating a certified copy, the nature of the original document needs to be considered. For example, 751 

the content of the file is either static (e.g. PDF document) or dynamic (e.g. worksheet with automatic 752 

calculations) or the copy tries to capture the result of an interpreter (e.g. a web page, where a web-753 

browser interprets written hypertext mark-up language (HTML), JavaScript among other programming 754 

languages). Either way the result of the copy process should be verified either automatically by a 755 

validated process or by hand to ensure to have the same information, including data that describe the 756 

context, content and structure, as the original. 757 
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In case of dynamic files e.g. when a database is decommissioned and copies of data and metadata is 758 

provided to sponsors, the resulting file should capture also the dynamic aspects of the original file. In 759 

case of files, which are the result of an interpreter, special care needs to be taken not only to consider 760 

the informative content of such a file, but also to capture and preserve aspects that are the results of 761 

the interactions of the used interpreter(s) and systems settings during the display. For example, window 762 

size, browser type, operating system employed and the availability of software dependences (e.g. Java 763 

Scripts enabled) can influence the structure and content displayed. Special considerations should be 764 

taken whenever copies are to replace original source documents, since (any) deviations of information, 765 

including data that describes context, content and structure would be considered GCP non-compliant. 766 

6.6.  Hosting and control of data 767 

All data generated at the clinical trial site relating to the trial participants should be available to the 768 

investigator at all times during and after the trial. The sponsor should not have exclusive control of the 769 

data entered in a computerised system at any point in time. All data held by the sponsor that has been 770 

generated in a clinical trial should be verifiable to a copy of these data that is not held (or that has not 771 

been held) by the sponsor. 772 

The requirements above are not met if data are captured in a computerised system and the data are 773 

stored on a central server under the sole control of the sponsor or under the control of a contracted 774 

party that is not considered to be independent from the sponsor or if the sponsor is distributing the data 775 

to the investigator instead of the independent third party. This is because the investigator does not hold 776 

an independent copy of the data and therefore the sponsor has exclusive control of the data. In order to 777 

meet the requirements, the investigator should be able to download a contemporaneous certified copy 778 

of the data. This is in addition to the record maintained at an independent third party. 779 

Data entered to EDC tools by the investigator should be available to the investigator throughout the 780 

whole legally mandated duration and for the full duration of local legal requirements. This can be ensured 781 

either by contemporaneous local copies at the trial site or e.g. by the use of an independent third party. 782 

Access to the data may be amended to read only as part of the database lock process. Prior to read-only 783 

access to the investigator being revoked, a copy including audit trail should be made available to the 784 

investigator in a complete and comprehensive way. In the situation where an independent third party is 785 

hosting the data. the copy should not be provided via the sponsor, as this would temporarily provide the 786 

sponsor with exclusive control over the data and thereby jeopardise the investigator’s control. Copies 787 

should not be provided in a way that requires advanced technical skills by the investigators. The period 788 

between provision of the copy to the investigator and the closure of the investigators’ read only access 789 

to the database(s) should allow sufficient time for the investigator to review the copy and access should 790 

not be closed until such a review has been performed. 791 

Any contractual agreements regarding hosting should ensure investigator control. If the sponsor is 792 

arranging hosting on behalf of the investigators by an independent third party, contracts should ensure 793 

the level of investigator control mentioned above. 794 

Investigators delegating hosting of such data to third parties themselves should ensure that the intended 795 

use is covered by local legal requirements and in-house rules of the institution. 796 

6.7.  Cloud solutions  797 

Irrespective whether a computerised system is installed at the premises of the sponsor, investigator, 798 

another party involved in the trial or whether it is made available by a contracted party as a cloud 799 

solution, the requirements in this guideline are applicable. There are, however, specific points to be 800 

considered as described below. 801 
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Cloud solutions cover a wide variety of services related to the computerised systems used in clinical 802 

trials. These can range from Infrastructure as a service (IaaS) over Platform as a service (PaaS) to 803 

Software as a service (SaaS). Common for these services is, that they provide sponsors and 804 

investigators, on-demand availability of computerised system resources over the internet, without having 805 

the need or even possibility to directly manage these services. 806 

In case of cloud solution being used the sponsor (ICH-GCP 5.2.1) and/or of the investigator (ICH-GCP 807 

4.2.6) should ensure that the contracted party providing the cloud is qualified (see Annex 4).  808 

By buying in cloud computing, the sponsor and/or investigator are at a certain risk, because many 809 

services are managed less visibly by the cloud provider.  810 

Contractual obligations with the cloud solution provider should be detailed and explicit and refer to all 811 

GCP relevant topics and to all relevant legal requirements (see Annex 1).  812 

Data jurisdiction may be complex given the nature of cloud solutions and services being shared over 813 

several sites, countries and continents; however, any uncertainties should be addressed and solved by 814 

contractual obligations prior to the use of a cloud solution. 815 

If the responsible party choses to perform his own qualification of the computerised system, the cloud 816 

provider should make a test environment available which is identical to the production environment. 817 

6.8.  Adequate back-up of data   818 

Data stored in a computerised system are susceptible to system malfunction, intended or unintended 819 

attempts to alter or destroy data and physical destruction of media and infrastructure and are therefore 820 

at risk to be lost. Data and configurations should be regularly backed up. Please also refer to Annex 4 821 

for further details on IT security. 822 

The use of replicated servers is strongly recommended. Back-ups should be stored in separate physical 823 

locations and logical networks and not behind the same firewall as the original data to avoid simultaneous 824 

destruction or alteration.  825 

Frequency of backups (e.g. hourly, daily, weekly) and their retention (e.g. a day, a week, a month) 826 

should be determined through a risk-based approach.  827 

Checks of accessibility to data, irrespective of format, including relevant metadata, should be undertaken 828 

to confirm that the data are enduring, continue to be available, readable and understandable by a human 829 

being. There should be procedures in place for risk-based (e.g. in connection with major updates) restore 830 

test from back up of the complete database(s) and configurations and the performed restore tests should 831 

be documented. 832 

Disaster mitigation and recovery plans should be in place to deal with events, which endanger data 833 

security. Such plans should be regularly reviewed. Disaster mitigation and recovery plans should be part 834 

of the contractual agreement where the sponsor subcontracts.  835 

6.9.  Migration of data  836 

Migration as opposed to transfer of data (as described in section 6.1.2) is the process of permanently 837 

moving existing data (including metadata) from one system into another system e.g. migration of 838 

individual safety reports from one safety database to another. It should be ensured that the migration 839 

does not adversely affect existing data and metadata.  840 

In the course of design or purchase of a new system and of subsequent data migration from an old 841 

system, qualification of the data migration process should have no less focus than qualification of the 842 

system itself.  843 
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The qualification of data migration should take into consideration the complexity of the task and any 844 

foreseen possibilities that may exist to verify the migrated data (e.g. checksum, case counts, quality 845 

control of records).  846 

Prior to migration, this process  should be planned in detail. A risk analysis identifying the most probable 847 

risks should take place and should yield appropriate mitigation strategies. After the planning, the 848 

intended procedure should be validated with mock data and results should be considered for risk-849 

assessment and mitigation. A data verification focused on key data should be performed post migration. 850 

Verification of migrated data can be simple or rather complex, depending on the different platforms and 851 

systems involved. Regardless of effort needed, the migration process should be documented in such 852 

detail that throughout all data operations/transformations data changes remain traceable. Mapping from 853 

the old system onto the new system should be retained. 854 

Data, contextual information and audit trail should not be separated. In case migration of data into a 855 

new system results in a loss of relevant data, adequate mitigating actions should be taken to establish 856 

a robust method to join audit trail and data for continuous access by all stakeholders. A detailed 857 

explanation is expected, why no system was available, which allowed migration of data and audit trail. 858 

Arrangements should ensure that the link between data and metadata can be established. If several 859 

parties are involved, contracts should be in place to ensure this. 860 

6.10.  Archiving 861 

The investigator and sponsor should be aware of the required retention periods for clinical trial data and 862 

essential documents, including metadata. Retention periods should respect the data protection principle 863 

of storage limitation. Clinical trial management systems (e.g. TMF) should be in place to keep an 864 

inventory of all essential data and documents and corresponding retention periods. It should be clearly 865 

defined which data is related to each clinical trial activity and where this record is located and who has 866 

access/edit rights to the document. Security controls should be in place to ensure data confidentiality, 867 

integrity and availability. 868 

It should be verified that the file remains accessible and depending on the media used for storage and 869 

available software through the retention period. This could imply e.g. migration of data (see section 6.9). 870 

Suitable archiving systems should be in place to safeguard the data integrity for the periods established 871 

by the regulatory requirements including those in any of the regions where the data may be used for 872 

regulatory submissions, and not just those of the country where the data are generated.  873 

Source documents and data should always be available when needed to authorised individuals to meet 874 

their regulatory obligations. For direct access please refer to section 4.6. 875 

Data should be maintained in a secure manner and should only be transferred between different 876 

(physical) locations in a validated process. Data should be archived in a read only state.  877 

6.11.  Database decommissioning  878 

After the finalisation of the trial, the database(s) might be decommissioned. It is recommended that the 879 

time of decommissioning is decided taking into consideration e.g., whether or not the clinical trial will be 880 

used in the terms of a marketing authorisation application in the near future in which case it could be 881 

recommended to keep the database(s) live. A dated and certified copy of the database(s) and data 882 

should be archived and available on request. In case of decommissioning, the sponsor should ensure 883 

(contractually if done by a contracted party) that archived formats provide the possibility to restore the 884 

database(s). This includes restoring of dynamic functionality and all relevant metadata (audit trail, event 885 



 
Guideline on computerised systems and electronic data in clinical trials  
EMA/226170/2021 Page 25/47 
 

logs, implemented edit checks, queries, user logs etc.). Where recommissioning is no longer possible, 886 

the sponsor should ensure that all the data including metadata files (e.g. audit trails) is available in 887 

dynamic data files. The sponsor should review the system to determine the audit trails and logs available 888 

in the system and how these would be retained as dynamic files. Where a third party is involved, this 889 

should be addressed in the contractual arrangements. Static formats of dynamic data will not be 890 

considered adequate. See definitions section regarding static and dynamic formats.   891 
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Annex 1 Contracts 892 

Sponsors and investigators outsource an increasing number of tasks in clinical trials, especially in the 893 

area of computerised systems where the responsible party might lack internal knowledge or resources 894 

or they wish to purchase a product or a service that has been used by others. Sponsors/investigators 895 

can delegate tasks to an accomplished third party, but nevertheless the full responsibility for the data 896 

integrity, security and confidentiality resides with the sponsor/investigator. (ICH-GCP 4.2.6 and 5.2.1) 897 

Contracts can cover a variety of tasks such as system and trial specific build, provision of license to an 898 

application, full clinical trial service including data management tasks e.g. site contact, training, data 899 

clarification processes etc., but could also be restricted to hosting services.  900 

The responsible party should ensure that the distribution of tasks is clearly documented and agreed on. 901 

It should be ensured that each party has the control of and access to data and information that their 902 

legal responsibilities require and that the ethics committees and regulatory authorities approving trials 903 

have been properly informed of these activities as part of the clinical trial application process. This should 904 

be carefully documented, in the protocol, procedures, contracts or agreements and other documents. It 905 

is important to consider who is providing and controlling the computerised system being used. In general, 906 

tasks including handling of data under the responsibility of the investigator can only be performed by 907 

parties, contractually obligated to the institution or investigator and data under the responsibility of the 908 

sponsor can only be handled by parties contractually obligated to the sponsor.  909 

Clear contracts should be in place and appropriately signed by all involved parties prior to provision of 910 

services or systems. Contracts should be maintained/updated as appropriate. Sub-contracting and 911 

conditions for sub-contracting should be specified. 912 

The responsible parties should ensure oversight of these trial-related duties e.g. by review of defined 913 

key performance indicators (KPI) or reconciliations.  914 

If appropriate contracts cannot be put in place, e.g. because a contracted party does not allow provision 915 

of e.g. access to system requirements specifications, pre-qualification audits or access for GCP 916 

inspectors, systems from such a vendor shall not be used in clinical trials. 917 

All parties involved in the conduct of the clinical trial should comply with ICH-GCP and this includes 918 

vendors of computerised systems. Therefore, any relevant standards to be followed, e.g. clinical trial 919 

legislation and guidance should be specified in the contract. A number of the tasks involve access to, 920 

review, collection and/or analysis of data, much of it personal/pseudonymised data. In addition, in 921 

specific cases contact with (potential) trial participants and consequently data protection legislation 922 

needs to be followed, in addition to the clinical trial legislation and guidance.  923 

The protocol, implicitly, defines part of the specification for system build and there should be consistency 924 

between the protocol and the wording of the contract. In addition, it should be clear how subsequent 925 

changes to the protocol are handled so that the vendor can implement changes to the computerised 926 

system appropriately. 927 

It should be clear from contracts which tasks are delegated also in relation to retaining essential 928 

documentation for performed activities. In the context of clinical trials, the retention period for system-929 

documentation (including e.g. software/system validation documentation, vendor standard operating 930 

procedures (SOPs), training records, issues log/resolutions) as well as Trial Master File (TMF) 931 

documentation related to the individual clinical trial (including e.g. helpdesk tickets or meeting minutes) 932 

is considerable. It should be clear from the contract which party is retaining and maintaining which 933 

documentation and how and in what format that documentation is made available when needed e.g. for 934 

an audit or an inspection. There should be no difference in availability of documentation irrespective of 935 

whether the documentation is held by the sponsor/investigator or a contracted (or sub-contracted) party. 936 
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The responsible party is ultimately responsible for e.g. the validation and operation of the computerised 937 

system and for providing adequate documented evidence of applicable processes.  938 

Responsible parties should be able to provide the GCP inspectors of the EU/EEA authorities with access 939 

to the requested documentation regarding the qualification, validation and operation of computerised 940 

systems irrespective of who performed these activities. 941 

It should be specified in contracts that the sponsor or the institution, as applicable, should have the right 942 

to conduct audits at the vendor site and that the vendor site could be subject to inspections (by national 943 

and/or international authorities) and shall accept these. 944 

The sponsor has a responsibility to escalate serious breaches, including important security breaches, to 945 

authorities within short timelines. To avoid undue delay in sponsor reporting from the time of discovery 946 

e.g. by a vendor, contracts should specify which information should be escalated and within which (short) 947 

deadlines. 948 

As set out in ICH-GCP 8.1 to ensure that the investigator, rather than the sponsor, maintains control 949 

over their data, it should be specified in contracts how investigators’ access to and control over data is 950 

ensured during and after the trial and the revocation of investigator access to data in case of 951 

decommissioning should be described. It should also be specified which outputs the involved parties 952 

(e.g. sponsor and investigators) will receive during and after the clinical trial and in which formats. 953 

Arrangements about decommissioning of the database(s) should be clear, including the possibility to 954 

restore the database(s) to full functionality (including dynamic features) for instance for inspection 955 

purposes.  956 

The contracts should address expectations regarding potential system “down-time” and the preparation 957 

of contingency plans. 958 

Tasks contracted out could include hosting of data. If data are hosted by a vendor, location of data 959 

storage and control of this (e.g. use of cloud services) should be described.  960 

To ensure reliable access to the data, the sponsor/investigator should employ measures to guarantee 961 

access to data for the sponsor and investigator in case of foreclosure (bankruptcy), shutdown, disaster 962 

of the vendor or for other reasons chosen by the sponsor/investigator (e.g. change of vendor).  963 

Special consideration should be given on training and quality systems. Vendors accepting tasks on 964 

computerised systems should not only be knowledgeable on computerised systems and data protection 965 

legislation, but also on GCP requirements, quality systems, etc.  966 

Further details on contracts with IT vendors are set up in related Q&A documents. 967 

  968 
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Annex 2 Computerised systems validation 969 

A2.1 Establishing requirements and ensuring documenting consistent intended 970 

performance (validation)  971 

All responsible parties should ensure appropriate qualification and validation, as per ICH-GCP 5.5.3a, 972 

"the sponsor should ensure and document that the electronic data processing system(s) conforms to the 973 

sponsor' established requirements for completeness, accuracy, reliability, and consistent intended 974 

performance (i.e. validation)". Similarly, investigators or institutions are expected to demonstrate that 975 

their computerised systems meet the requirements defined in ICH-GCP 4.9.0. 976 

Validation should include validation of the core software by the vendor for a commercial of the shelf 977 

(COTS) and/or software as a service (SaaS) or validation of the software developed by the sponsor or 978 

investigator (including the use of open source) and of its subsequent configuration. A further validation 979 

may be required where the installed software is then used for specific trials requiring a configuration or 980 

build based on the requirements of a specific trial. 981 

The sponsor (or the investigator in case of a system implemented by the investigator’s institution) is 982 

ultimately responsible for the validation of the computerised systems used in clinical trial processes. 983 

They may rely on qualification documentation provided by the vendor if the qualification activities 984 

performed by the vendor have been assessed as adequate, but may also have to perform additional 985 

qualification/validation activities based on a documented risk-assessment e.g. during pre-qualification 986 

audits. 987 

Where the responsible party is using a system (as intended) from a vendor, including the built-in 988 

possibilities for configuration, the considerations as described below should be taken into account. 989 

Different requirements will apply in cases where the software is changed, or functionalities are added to 990 

the system. The system in question may be a system validated by the supplier, but installed at the 991 

sponsor/institution, or a system provided as SaaS.  992 

For the responsible party to use the vendor's qualification documentation, they should have a thorough 993 

knowledge about the vendor's quality system and qualification activities, which could usually be obtained 994 

through an in-depth assessment/audit. This assessment/audit should be performed by qualified staff, 995 

with sufficient time spent on the activities and with cooperation from the vendor. The assessment/audit 996 

should go sufficiently deep into the actual activities, and a suitable number of examples for relevant 997 

activities should be assessed (and documented). The assessment/audit report should document the 998 

vendor's qualification documentation to be satisfactory or shortcomings should be mitigated by the 999 

responsible party – e.g. by them performing part of the qualification. The responsible party, or where 1000 

applicable the contract research organisation (CRO) performing these activities for them, should have a 1001 

detailed knowledge about the qualification documentation and should be able to navigate through it and 1002 

explain the activities as if they had performed the activities themselves. 1003 

As described in Annex 1 on contracts, the qualification documentation should be made available to the 1004 

inspectors in a timely manner when requested during an inspection, irrespective of whether it is provided 1005 

by the responsible party, a CRO or the vendor of the system. 1006 

Both the responsible party and the vendor should establish full configuration management for 1007 

qualification and production environments and should be able to fully account for any differences between 1008 

the vendor's validation environment and the responsible party’s production environment. In case of 1009 

differences, the responsible party should justify that these are considered insignificant.  1010 
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The responsible party should perform an Installation Qualification/Performance Qualification (IQ/PQ) 1011 

where the system depends on trained users. 1012 

Interfaces between the electronic case report form (eCRF) and other systems should be clearly defined 1013 

and validated e.g. import of item response theory data, automatically generated emails to safety 1014 

mailboxes etc. 1015 

Documentation supporting the validation of trial specific configurations/builds (e.g. edit checks, auto-1016 

calculations) are considered essential documents that form part of the TMF. The documentation for the 1017 

software validation is also essential and should be retained to be made available, although not required 1018 

to be in the TMF (see “Guideline on the content, management and archiving of the clinical trial master 1019 

file (paper and/or electronic), (EMA/INS/GCP/856758/2018)?) 1020 

Changes to systems are described in section A.2.8.  1021 

A2.2 Requirements documentation (URS, trial specific, edit check specifications) 1022 

Independently on whether a system is developed on request by the sponsor/institution, following the 1023 

traditional V-model or agile principles, is purchased as a COTS product, or is provided as SaaS, all system 1024 

functionalities intended to be used (including requirement for regulatory authorities’ access/review) 1025 

should be described in a requirements specification, often called a user requirements specification (URS). 1026 

The URS should form the basis for system design, purchase customisation and configuration, but also 1027 

for system qualification). In addition, other specification documents should be generated. For example, 1028 

the use of the software for a trial specific build or configuration will also require specification 1029 

documentation to be produced. This should make reference to the clinical trial protocol and version for 1030 

which it was designed. The software development additional documents for functional and design 1031 

specifications are produced. 1032 

The specification documentation should cover all functionality used by or relied on by the 1033 

sponsor/investigator, including but not limited to operational, functional, data, technical, interface, 1034 

performance, availability, security, and regulatory requirements. 1035 

The sponsor/investigator should take responsibility for the URS. This document should always be 1036 

reviewed and approved by the sponsor/investigator. 1037 

The responsible party should ensure availability of qualification documentation. In case the responsible 1038 

party cannot rely on a vendor to provide documentation, the responsible party has to requalify the 1039 

system on the basis of their own and of the vendor’s system requirement specifications. 1040 

Other specification documentation should be reviewed and approved by the sponsor/investigator as 1041 

appropriate. For example, where the software is configured for the sponsor’s/investigator’s use or for 1042 

trial specific configurations/builds the documentation should be reviewed by the responsible party; 1043 

however, for COTS or SaaS software the review and approval of the responsible party could be limited 1044 

to the URS. 1045 

The specification documentation should be maintained and updated throughout the system full life cycle  1046 

as requirements to the system change. For example, there may be software enhancements, bug fixes 1047 

and for trial specific configurations/builds there could be changes required from protocol amendments. 1048 

The rationale for such changes to the specification documentation should be documented as part of the 1049 

change control process. 1050 

A2.3 Requirements traceability matrix 1051 

For complex systems with a large number of requirements, it is not feasible to keep track of requirements 1052 

and their corresponding test cases without having a systematic approach of documenting this, e.g. 1053 
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traceability matrix. This document may have many forms and the process may even be automated by 1054 

software, but it should be created during system development and qualification and be continuously 1055 

updated as requirements are changed to ensure that for every requirement, there is at least one 1056 

corresponding test case. 1057 

A2.4 Validation plans and test plans/scripts/cases 1058 

Validation activities should be planned and documented, for example validation plan and test plan. Test 1059 

cases and individual test steps should be pre-approved and conducted accordingly. This is required for 1060 

validation of both core software and trial specific configurations/builds. 1061 

Test cases may have many formats and while typically consisting of textual documents including tables 1062 

with multiple columns corresponding to the elements below, they may be designed and contained in 1063 

dedicated test management systems, which may even allow automatic execution of test cases (e.g. 1064 

regression testing). However, expectations to key elements are the same. 1065 

Test cases should include exact reference to requirement identity, version of the software being tested 1066 

(target), any pre-requisites or conditions prior to conducting the test, description of the step taken to 1067 

test the functionality (input), expected result (acceptance criteria), and require the user to document 1068 

the actual result as seen in the test step, evidence, if relevant (screen shot), conclusion of the test step 1069 

(pass/fail), and deviation impact assessment and subsequent decisions regarding the deviations (if 1070 

applicable). 1071 

Test cases for trial specific configurations/builds should ensure that the system meets the specification 1072 

documentation and therefore the clinical trial protocol requirements. 1073 

A2.5 Test execution and reporting 1074 

Test execution should follow pre-approved protocols and test cases (see A2.4) and where applicable and 1075 

required by test cases and test procedures, screen shots should be captured to document test steps and 1076 

results when relevant. The person performing each test and his access rights (role) should be 1077 

documented. Where previously passed scripts are not retested along with the testing of fixes for previous 1078 

fails, this should be risk assessed and the rationale documented. 1079 

Testing of the software or trial specific configurations would typically comprise difference components.  1080 

The software developers would undertake testing (e.g. unit testing/code review) prior to release of the 1081 

system to user acceptance testing (UAT). The responsibilities for UAT, requirements for UAT test scripts 1082 

and retention of executed scripts should be defined. There should be a process to control the different 1083 

system environments and approval for transfer between them (e.g. move from UAT to production 1084 

environment). 1085 

Prior to testing, it should be defined which requirements and tests are related to critical system 1086 

functionality and consequently should have satisfactorily passed testing prior to deployment. 1087 

Deviations encountered during system qualification should be recorded and brought to closure. Any 1088 

failure to meet requirements pre-defined to be critical should be solved prior to deployment or 1089 

deployment should be justified and potential impact thoroughly assessed. Any known issues with the 1090 

system on release should be documented in validation report and, where used, release notes. 1091 
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A2.6 Release into production 1092 

Trial specific configurations/builds should only be released into production and made available to trained 1093 

site users when all the necessary approvals for the clinical trial have been received, e.g. regulatory 1094 

authority approval and all documentation is in place (e.g. signed protocol, signed agreement with 1095 

investigator). This includes any updates to the system, e.g., changes to the system resulting from a 1096 

protocol amendment should only be released into production once it is confirmed that the necessary 1097 

approvals have been obtained.  1098 

There should be a mechanism to record and manage defects and issues raised by the users e.g. via 1099 

helpdesk or in other ways becoming known (raised by stakeholders). The sponsor/investigator should 1100 

be informed of any known defects that could potentially constitute a serious breach to ICH-GCP and/or 1101 

the clinical trial protocol (e.g. through release notes and ad hoc as they arise). Defects/issues should be 1102 

fixed in a timely manner. 1103 

At the end of testing and prior to release to production a validation report should be prepared and 1104 

approved. At the time of release training materials and other resources for users should be available. 1105 

A2.7 Periodic review (maintenance of the validated state) 1106 

Validation of a system should be maintained throughout the full life cycle. Periodic (e.g. yearly or related 1107 

to major updates) system reviews should be conducted to assess and document whether the system can 1108 

still be considered to be in a validated state, or whether individual parts or the whole system needs re-1109 

validation. Depending on the system type and application, the following elements should be evaluated 1110 

and concluded on, both individually and combined: 1111 

- (changes to) hardware/infrastructure; 1112 

- changes to operating system/platform; 1113 

- application changes; 1114 

- configurations, customisations; 1115 

- deviations (or recurrence of); 1116 

- security incidents; 1117 

- newly identified risks; 1118 

- new regulation; 1119 

- system accesses; 1120 

- and failed login attempts. 1121 

A2.8 Change control  1122 

There should be a formal change control process. Requests for change should be documented and should 1123 

include details of change, risk-assessment (e.g. for data integrity, regulatory compliance) and testing 1124 

requirements as a minimum. For trial specific configurations, the change request should include the 1125 

details of the new version of the protocol if the request relates to a protocol amendment. As part of the 1126 

change control process, all documentation should be updated as appropriate (e.g. specification 1127 

documents, training materials, user manuals, test scripts) and a report of the validation activities 1128 

prepared and approved prior to release into production. There should be version control of the system. 1129 

The sponsor/investigator should ensure that any changes to the system do not result in data integrity or 1130 

safety issues or interfere with the conduct of an ongoing trial. Any updates that result in the changes of 1131 

a form should be highlighted and provided to the investigator in a comprehensive way and it should be 1132 

clear when they were implemented. 1133 
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Any changes to the system itself should be documented, should be attributable and if necessary, the 1134 

change should be explained. Any significant changes to a data capture system should be authorised in 1135 

writing by an appropriate decision maker.  1136 

Documentation on validation of previous or discontinued versions of systems should be retained (see 1137 

“Guideline on the content, management and archiving of the clinical trial master file (paper and/or 1138 

electronic), (EMA/INS/GCP/856758/2018) section 6.3) 1139 

The eCRF and/or electronic data collection (EDC) system can change during the course of the trial. 1140 

Examples could be correction of a question text, change of a visibility rule for a conditional question or 1141 

the change in number or type of list items in a dropdown field. Any such changes could influence 1142 

contextual properties that may change data entry behaviour, data interpretation and create issues for 1143 

statistical analysis and should be sufficiently documented as part of the audit trail system.   1144 
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Annex 3 User management 1145 

A3.1 User management 1146 

Organisations should grant, change and revoke system accesses in a timely manner as people begin, 1147 

change and end their involvement/responsibility in the management and/or conduct of the clinical trial 1148 

projects. 1149 

A3.2 User reviews 1150 

At any given time, an overview of current and previous access, roles and permissions should be available 1151 

from the system. This information concerning actual users and their privileges on systems should be 1152 

verified at suitable intervals to ensure that only necessary and approved users have access and that 1153 

their roles and permissions are appropriate. There should be timely removal of access no longer required, 1154 

or no longer permitted. 1155 

A3.3 Segregation of duties 1156 

System access should be granted based on a segregation of duties and also the responsibilities of the 1157 

investigator and the sponsor as outlined in ICH-GCP. For example, a person employed by the 1158 

sponsor/CRO should not have edit rights to data entered into the eCRF by the investigator.  1159 

Users with privileged or “admin access” typically have extensive rights in the system (operating system 1160 

or application), including but not limited to changing any system setting (e.g. system time), defining or 1161 

removing users (incl. “admin users”), activate or deactivate audit trail functionality (and sometimes even 1162 

edit audit trail information) and making changes to data that are not captured in the audit trail (e.g. 1163 

backend table changes in the database(s)). Users with privileged access should be sufficiently 1164 

independent from and not be involved in the management and conduct of the clinical trial and in the 1165 

generation, modification and review of data. 1166 

Users of computer clients (e.g. personal computer (PC)) which record or contain critical clinical trial data, 1167 

should generally not have “admin access” to this equipment and when this is not the case, it needs to 1168 

be justified.  1169 

Unblinded information should only be accessible to pre-identified user roles.  1170 

A3.4 Least-privilege rule 1171 

System access should be assigned according to the least-privilege rule, i.e. users should not have higher 1172 

privileges and more access rights than actually necessary for them to undertake their required duties. 1173 

A3.5 Individual accounts 1174 

All system users should have individual accounts. Sharing of accounts (group accounts) is considered 1175 

unacceptable and a violation of data integrity and ICH-GCP principles as data should be attributable. 1176 

A3.6 Unique user names 1177 

System user names should be unique within the system and across full life cycle of the system. User 1178 

names should be traceable and those assigned to human users should be readily distinguishable from 1179 

machine accounts.  1180 
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Annex 4 Security 1181 

A4.1 Ongoing security measures, including management of firewalls, patching 1182 

management, penetration testing etc.  1183 

The sponsor/investigator should maintain a security system that prevents unauthorised access to the 1184 

data (ICH-GCP 2.11, 5.5.3 (d)). Threats and attacks on systems containing clinical trial data and 1185 

corresponding measures to ensure security of such systems are constantly evolving, especially for 1186 

systems and services being provided over or interfacing the internet.  1187 

A4.2 Physical security 1188 

Computerised systems and media containing clinical trial data should be protected against physical 1189 

damage, unauthorised physical access and unavailability.  1190 

The extent of security measures depends on the criticality of the data. In the case where data are 1191 

transferred from one system to another (e.g. from a hand-held device or local drive to a server), it also 1192 

depends on whether the transfer has already taken place and on the availability of backups. 1193 

The responsible party should ensure an adequate level of security for datacentres as well as for local 1194 

hardware such as USB drives, hard disks, tablets or laptops. 1195 

At a datacentre (e.g. hosting an eCRF system), physical access should be limited to the necessary 1196 

minimum and be controlled by means of two-factor authentication. The data centre should be constructed 1197 

to minimise the risk of flooding, there should be pest control and effective measures against fire, i.e. 1198 

cooling, and fire detection and suppression. There should be emergency generators and uninterruptable 1199 

power supplies (UPS) together with redundant IP providers. Disposed media (e.g. hard disks) should be 1200 

properly destructed before being disposed of and in case of co-location (see Cloud services), the servers 1201 

should be locked up in cages to prevent access from other clients. 1202 

Data should be replicated at an appropriate frequency from the primary data centre to a secondary 1203 

failover site at an adequate physical distance to minimise the risk that the same fire or disaster destroys 1204 

both datacentres. 1205 

A4.3 Firewalls 1206 

In order to provide a barrier between a trusted internal network and an untrusted external network and 1207 

to control incoming and outgoing network traffic (from certain IP addresses, destinations, protocols, 1208 

applications, or ports etc.), firewall rules should be defined. These should be defined as strict as 1209 

practically feasible, only allowing necessary and permissible traffic. 1210 

As firewall settings tend to change over time (e.g. as software vendors and technicians need certain 1211 

ports to be opened due to installation or maintenance of applications), firewall rules and settings should 1212 

be periodically reviewed. This should ensure that firewall settings match approved firewall rules and the 1213 

continued effectiveness of a firewall. 1214 

A4.4 Vulnerability management 1215 

Vulnerabilities in computer systems can be exploited to perform unauthorised actions, such as modifying 1216 

data or making data inaccessible to legitimate users. Such exploitations could occur in operating systems 1217 

for servers, computer clients, tablets and mobile phones, routers and platforms (e.g. databases). 1218 

Consequently, relevant security patches for platforms and operating systems should be applied in a 1219 

timely manner, according to vendor recommendations. 1220 
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Systems, which are not timely security patched according to vendor recommendations, should be 1221 

effectively isolated from computer networks and the internet. 1222 

A4.5 Platform management 1223 

Platforms and operating systems for critical applications and components should be updated in a timely 1224 

manner according to vendor recommendations, in order to prevent their use in the unsupported state. 1225 

Unsupported platforms and operating systems, for which no security patches are made, are in a 1226 

vulnerable state. Qualification of applications on the new platforms and operating systems and of the 1227 

migration of data should be planned ahead and completed in due time prior to expiry of the supported 1228 

state. 1229 

Unsupported platforms and operating systems should be effectively isolated from computer networks 1230 

and the internet. 1231 

It should be ensured that software used in clinical trials, remains compatible with any changes to 1232 

platforms/operating systems in order to avoid unintended impact on the conduct/management of the 1233 

clinical trial due to interruption of functionality or requirements for alternative software and data 1234 

migration. 1235 

A4.6 Use of bi-directional devices (e.g. USB devices) 1236 

Uncontrolled use of bi-directional devices, which come from or have been used outside the organisation, 1237 

may intentionally or unintentionally introduce malware and impact data integrity, availability and rights 1238 

of trial participants. Mitigation using updated antivirus software scans may be attempted. 1239 

A4.7 Anti-virus software 1240 

Software should be continuously updated with the most recent virus definitions and activated on systems 1241 

containing critical data in order to identify, pacify and remove known computer viruses. 1242 

Systems compatibility should be taken into account and monitored prior to the installation of antivirus 1243 

software. 1244 

Part of using anti-viral software is the need to monitor and review the task manager processes to be 1245 

alerted in case the anti-virus process is terminated. 1246 

A4.8 Penetration testing 1247 

For systems facing the internet, penetration testing should be conducted at regular intervals in order to 1248 

evaluate the adequacy of security measures and identify vulnerabilities in system security (e.g. code 1249 

injection), including the potential for unauthorised parties to gain access to and control of the system 1250 

and its data. Vulnerabilities identified, especially those related to a potential loss of data integrity, should 1251 

be addressed and mitigated in a timely manner. 1252 

If the security measure requires input data modifications, reversibility and traceability should be 1253 

considered as some inputs require full traceability (e.g. source data). 1254 

A4.9 Intrusion detection system 1255 

An effective intrusion detection system should be implemented on systems facing the internet in order 1256 

to monitor the network for successful or unsuccessful intrusion attempts from external parties and for 1257 

the design and maintenance of adequate information technology (IT) security procedures.  1258 
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A4.10 Internal activity monitoring 1259 

An effective system for detecting any unusual activity from a user (e.g. excessive file downloads, copying 1260 

or moving or backend data changes) should be in place.  1261 

A4.11 Security incident management 1262 

Organisations managing clinical trial data should have and work according to a procedure defining and 1263 

documenting security incidents, rating criticality of incidents, and where applicable, implementing 1264 

effective corrective and preventive actions to prevent recurrence. In cases where data have been, or 1265 

may have been, compromised, the procedures should include ways to report incidents to relevant parties 1266 

where applicable. When using a third party, the contract should ensure that incidents are escalated to 1267 

the sponsor in a timely manner for the sponsor to be able to report serious breaches as applicable. 1268 

A4.12 Authentication method 1269 

The method of authentication on a system should positively identify users with a high degree of certainty. 1270 

Methods should be determined based on the type of information in the system. As a minimum, an 1271 

acceptable method would be user ID and password. Further augmentation depends upon criticality of 1272 

data risk assessment and applicable legislation (including data protection legislation) 1273 

A4.13 Remote authentication and password managers Remote authentication  1274 

Remote access to clinical trial data, e.g. to cloud-based systems, raises specific challenges. The level of 1275 

security should be proportionate to the sensitivity and confidentiality of the data (e.g. nominative data 1276 

in electronic health records are highly sensitive) and to the access rights to be granted (read-only, write 1277 

or even “admin” rights). A risk-based approach should be used to define the type of access control 1278 

required. Depending on the level of risk, a two-factor authentication may be appropriate or necessary. 1279 

Two-factor authentication implies that two of the following three factors be used: 1280 

- something you know, e.g. a user ID and password 1281 

- something you have, e.g. a security token, a certificate or a mobile phone and an SMS pass code 1282 

- something you are, e.g. a fingerprint or an iris scan (biometrics) 1283 

The risk evaluation should take into consideration the potential use of password managers on devices or 1284 

computers. Password managers represent an increased risk where the use of personal or otherwise 1285 

uncontrolled equipment to access the computerised system is allowed or where access rights to the 1286 

equipment itself are insufficiently implemented and controlled. Insufficiently or non-protected user 1287 

accounts may result in unauthorised access to clinical trial computerised systems due to the automatic 1288 

suggestion of user credentials. A policy or contractual arrangements banning the use of password 1289 

managers would not be considered to provide a sufficient level of security, particularly if personal 1290 

equipment is used. 1291 

The risk linked to the potential hacking of user equipment or to key loggers should also be considered. 1292 

A4.14 Password policies 1293 

Formal procedures for password policies should be implemented. The policies should include but not 1294 

necessarily be limited to length, complexity, expiry, login attempts, and logout reset. The policies should 1295 

be enforced by systems and verified during system qualification. 1296 
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A4.15 Password confidentiality 1297 

Passwords should be kept confidential, sharing of passwords is unacceptable and a violation of data 1298 

integrity. This implies that after a password is received from a manager or “system admin” (e.g. after a 1299 

vacation), a new password should be set by the user. This should be mandated by the system. 1300 

A4.16 Inactivity logout 1301 

Systems should include an automatic inactivity logout, which logs out a user after a defined period of 1302 

inactivity. The inactivity period should be hardcoded, or set by the “system admin”, the user should not 1303 

be able to set the inactivity logout time (outside defined and acceptable limits) or deactivate the 1304 

functionality. Upon inactivity logout, a re-authentication should be required (e.g. entry of password). 1305 

A4.17 Date and time 1306 

Where the system captures date, time and time zone and/or the date, time and time zone are required 1307 

for reconstructions of activities, procedures should be in place to ensure to be consistent irrespective of 1308 

location and not to be subject to amendment by users (e.g. universal time coordinated (UTC)). This 1309 

information should be linked to the data as part of the metadata and available throughout the retention 1310 

period. 1311 

A4.18 Remote connection 1312 

When remotely connecting to systems over the internet, a secure and encrypted protocol (virtual private 1313 

network (VPN) and/or hypertext transfer protocol secure (https)) should be used. 1314 

  1315 
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Annex 5 Requirements related to specific types of systems, processes and 1316 

data.  1317 

All computerised systems used in clinical trials should fulfil the requirements described in the previous 1318 

sections, and the general principles apply. The following sub-sections define more specific wording for 1319 

selected types of systems where the GCP Inspectors’ Working Group (GCP-IWG) has found that 1320 

supplemental guidance is needed e.g. because the type of data collection method relatively new. For 1321 

eTMFs and interactive response technology (IRT) systems, please refer to separate guidelines on these 1322 

topics.1 A few additional clarifications to IRT systems have been added below. 1323 

The use of EDC tools offers a wide variety of approaches to increase overall data quality by procedures 1324 

such as automatic edit checks, validation checks, assisting information and workflow control. However, 1325 

such approaches should always be limited by necessity, it should not bias data and it should be detectable 1326 

e.g. when data are changed as a result of a fired edit check and/or notification. 1327 

Data entered into the EDC tools should not be changed by an automatic process or by the sponsor (e.g. 1328 

edit rights given to make “self-evident” corrections) without timely authorisation by the investigator (or 1329 

delegate) and such changes should be documented. Fields should not be prepopulated or automatically 1330 

filled in, unless these fields are not editable and derived from already entered data (e.g., body surface 1331 

area). Any algorithm used for such a process should be documented and validated. Data entered 1332 

previously into the system may be used to repopulate fields.  1333 

Data entered into the eCRF should be consistent with source data, where applicable, and therefore data 1334 

should be coded in a manner that shows the relation between the original source entry and the coded 1335 

value. Categorical coding should be pre-specified. However, source data directly entered into an eCRF 1336 

should be saved in a one to one correspondence.  1337 

Completion checks, range checks, sequence checks etc. should be considered to ensure data quality. 1338 

A5.1 Electronic clinical outcome assessment (eCOA) 1339 

eCOA employs technology for (direct) reporting of outcomes by investigators and trial participants/care 1340 

givers. This guideline does not address the clinical validation or appropriateness of particular eCOA 1341 

systems. The guideline aims at addressing the topics specifically related to these eCOA tools being 1342 

electronic and also to those related to the situation where Bring-your-own-device (BYOD) solutions are 1343 

used.  1344 

Data can be collected by any of several technologies and will be transferred to a server. Data should be 1345 

made available to involved/responsible parties such as the PIs e.g. via portals, display of source data on 1346 

the server, generation of alerts and reports etc. These processes (including access controls) should be 1347 

controlled and clearly described in the protocol, and all parts of the processes should be validated.  1348 

EDC methods may offer more convenience to some trial participants and may increase participant 1349 

compliance, data quality, reduce variability, reduce the amount of missing data (allowing automatic 1350 

reminders) and potentially reduce data entry errors. Of importance, whilst use of EDC might be of benefit 1351 

to some trial participants and patient groups, it may be inconvenient for or even excluding others. This 1352 

should be considered when using any EDC tool and the choice should be justified.  1353 

 
1 https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-content-management-archiving-clinical-trial-

master-file-paper/electronic_en.pdf 

https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-use-interactive-response-technologies-

interactive-voice/web-response-systems-clinical-trials-particular-emphasis-handling-expiry-dates_en.pdf 

 

https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-content-management-archiving-clinical-trial-master-file-paper/electronic_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-content-management-archiving-clinical-trial-master-file-paper/electronic_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-use-interactive-response-technologies-interactive-voice/web-response-systems-clinical-trials-particular-emphasis-handling-expiry-dates_en.pdf
https://www.ema.europa.eu/en/documents/scientific-guideline/reflection-paper-use-interactive-response-technologies-interactive-voice/web-response-systems-clinical-trials-particular-emphasis-handling-expiry-dates_en.pdf
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A5.1.1 Electronic patient reported outcome (ePRO) 1354 

A5.1.1.1 System design 1355 

The ePRO should be designed to meet the specific needs of the end users. It is recommended to involve 1356 

site staff and the intended trial participant/patient population in the development e.g. demonstrated 1357 

usability (such as UAT). 1358 

One of the advantages of using an ePRO system is the recording of time stamps of data entry. The date 1359 

and time should record data entry time and not only data submission/transmission time. 1360 

Trial participants should have access to their own previously entered data, unless it is against the purpose 1361 

of the clinical trial design or the protocol. Therefore, the length of time that data are viewable by the 1362 

participant should be considered when designing the EDC tool. Decisions about ‘view-period’ for 1363 

participants should be based on considerations regarding risk for bias on data to be entered but also 1364 

considering that if view of recently entered data is not possible by the participant, then there is a risk 1365 

that the participant could forget if relevant data have been collected – especially if the planned entry is 1366 

not foreseeable and e.g. just requires e.g. input once daily but e.g. event-driven. 1367 

Logical checks should be in place to prevent data changes unreasonable “time travel” e.g. going back 1368 

(months, years back in time) or forth into the future based on the protocol design.  1369 

It is recommended to include a scheduling/calendar component with alerts or reminders to ensure 1370 

compliance.  1371 

A5.1.1.2 Data collection and data transfer 1372 

The same GCP standards apply for data collected via ePRO as for any other method of data collection, 1373 

i.e. that there are processes in place to ensure the quality of the data, and that all clinical information is 1374 

recorded, handled and stored in such a way as to be accurately reported, interpreted and verified.  1375 

An ePRO system typically requires an entry device. Data saved in the device is the original record created 1376 

by the trial participant. Since the data stored in a temporary memory are at higher risk of physical loss, 1377 

it is necessary to transfer the data to a durable server at an early stage, by a validated procedure and 1378 

with appropriate security methods during data transmission. Data should be transferred to the server by 1379 

a pre-defined timing and procedure.  The data saved in the device are considered source data. After the 1380 

data are transferred to the server via a validated procedure, the data on the server are considered a 1381 

certified copy. The sponsor should identify the source documents in the protocol and document the timing 1382 

and locations of source document storage.  1383 

Besides the general requirements on audit trail (please refer to section 6.2), if an ePRO system is 1384 

designed to allow data correction, the data corrections should be documented and an audit trail should 1385 

record if data saved in the device are changed before submission (if changeable).  1386 

Data loss on devices should be avoided. Procedures should be in place to prevent data loss if web access 1387 

to the trial participant reported data is interrupted, (e.g. server outage, battery in device drained, loss 1388 

of or unstable internet connection). There should be a procedure in place to handle failed or interrupted 1389 

data transmission. 1390 

It should be ensured/monitored that transmission of data from the ePRO devices are successfully 1391 

completed.  1392 

Important actions should be time stamped in an unambiguous way, e.g. data entries, transfer times and 1393 

volume (bytes).  1394 
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A5.1.1.3 Investigator access to ePRO data  1395 

Unlike data collected in the eCRF, ePRO source data are not managed (although available to review) by 1396 

the investigator and are often hosted by a contracted party. The investigator is responsible for the trial 1397 

participants’ data (including metadata). Those should consequently be made available to the investigator 1398 

in a timely manner. This will allow the investigator to fulfil her or his responsibilities for oversight of 1399 

safety and compliance and thereby minimise the risk of missed adverse events or missing data. 1400 

A5.1.1.4 Data changes 1401 

As stated in section 6.2.1 on audit trails, a procedure should be in place to address the situation when a 1402 

data originator (e.g. investigator or trial participant) realises that she/he has submitted incorrect data 1403 

by mistake and wants to correct the recorded data.  1404 

Data changes for ePRO typically differ from that of other EDC tools because trial participants may not 1405 

have access to correct data in the application. Hence, procedures need to be in place in order to 1406 

implement changes when needed. This could be in the form of data clarification processes initiated by 1407 

trial participants on their own reported data or initiated by investigators.  1408 

Data reported should always be reliable and it is not acceptable that data clarification procedures 1409 

introduced by the sponsor or vendor whether or not described in the protocol do not allow for changes 1410 

in trial participant data when justified e.g. if the trial participant realises that data has not been entered 1411 

correctly. 1412 

It is expected that the possibility for changes is implemented based on a justified and trial-specific risk-1413 

assessment and that any changes are initiated in a timely manner by the participant or site staff and in 1414 

case of the latter is based on solid source at investigator sites e.g. phone notes or emails from trial 1415 

participants documenting the communication between sites and trial participants immediately after the 1416 

error was made/discovered. Preferably such notes should be signed by the trial participant to avoid that 1417 

sites are manipulating data e.g. to make participants/patients eligible for trial participation.  1418 

One of the advantages of direct data entry by the trial participant is that recall bias is minimised as the 1419 

data are entered contemporaneously. Consequently, corrections should not be done at a much later 1420 

stage without good reason and justification. Whether collected by paper or electronic means, the 1421 

regulatory requirements are that all clinical data should be accurately reported and should be verifiable 1422 

in relation to clinical trials.  1423 

It is expected that the amount of changes to ePRO data is limited; however, this requires both designs 1424 

of ePROs that are appropriate to ensure proper understanding by trial participants and appropriate 1425 

training of trial participants, thereby avoiding entry errors.  1426 

A5.1.1.5 Fall back procedures and tracking of devices 1427 

There should be fall-back procedures in place in case of device malfunction.  1428 

There should be an accountability log of devices handed out to trial participants and this should include 1429 

the device identification number in order to be reconciled to a particular trial participant. In case of 1430 

device malfunction or loss of devices, there should be a procedure in place to replace the device and to 1431 

merge data from several devices of a trial participant without losing traceability. 1432 

A5.1.1.6 User name and password 1433 

The trial participant’s passwords should only be known to the trial participant.  1434 

The authentication information should not contain any information, which would allow breach of 1435 

confidentiality, e.g. trial participants name, trial participants email address, social security number.  1436 
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In relation to BYOD, sponsors should ensure that basic user access controls are implemented. When 1437 

mobile applications are used for data entry, access controls need to be in place to ensure attributability. 1438 

See section A5.1.3 for further guidance on BYOD. 1439 

A5.1.1.7 Training 1440 

Training should be customised to meet the specific needs of the end users.  1441 

A5.1.1.8 User support 1442 

Support to the trial participant and the trial site staff should be readily available (e.g. support via phone 1443 

or e-mail) in order to ensure reliable data and minimise the risk of data loss. Trial participant 1444 

confidentiality should be ensured at all times, including in the communication process. 1445 

Procedures for service desk, user authentication and access restoration should be implemented. 1446 

A5.1.2 Clinician reported outcome 1447 

Tools to directly collect clinician reported outcomes should generally follow the same requirements as 1448 

those described for systems in general. The main difference is the user (investigators, other clinicians or 1449 

independent assessors instead of trial participants), not the system requirements. Special attention 1450 

should be given to access control in order to avoid jeopardising any blinding, when relevant. 1451 

A5.1.3 Bring your own device (BYOD) 1452 

Both ePRO data and clinician reported outcome data may be captured by privately owned devices such 1453 

as mobile phones, tablets, computers and wearables, i.e. BYOD. This can either be achieved via a web-1454 

application with pre-installed browser applications or by installing an application on the device. Solutions 1455 

can be either a combination of web and application (hybrid) or coded to the device operating system 1456 

(native). 1457 

It is necessary to provide alternative ways of data collection e.g. devices provided by the sponsor as the 1458 

trial participants should not be excluded from a trial if not capable or willing to use BYOD. 1459 

A5.1.3.1 Technical and operational considerations 1460 

When decided to use BYOD, a multitude of devices and operating systems should be considered for the 1461 

application. It should be ensured that it is not exclusive to one operating system. Qualification activities 1462 

should also take things like upgrade of operating systems and different screen sizes into account e.g. for 1463 

visual analogue scales (VAS), where the general presentation should be the same irrespective of device. 1464 

Because the platform of the BYOD is not under the control of the sponsor, an assessment for updates 1465 

and change of service terms for the applications and the web-applications should be done.  1466 

Measures should be in place to ensure that users cannot change critical settings including captured date 1467 

and time or deactivate inactivity log out (refer to A4.17 and A4.18). 1468 

For each system intended, proper mitigation strategies should be in place and each system configuration 1469 

should be validated. 1470 

Terms of service of the platform provider can be in conflict with ICH-GCP and (local) legal requirements; 1471 

where such conflicts exist, the device may not be suitable for use.  1472 

Procedures and processes should be in place for when the trial participant discontinues the clinical trial 1473 

or the clinical trial ends and access to applications and data collection should be terminated.  1474 
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A5.1.3.2 Considerations on security and trial participant confidentiality 1475 

The confidentiality of data that could identify trial participants should be protected, respecting the privacy 1476 

and confidentiality rules in accordance with the applicable regulatory requirements.  1477 

A number of challenges for BYOD are related to security and security should be ensured at all levels 1478 

(mobile device security, data breach security, mobile application security etc.). As mobile devices may 1479 

be lost or stolen and it cannot be ensured that the trial participants use passwords to secure their device, 1480 

the security and access control should be at the application level. 1481 

Application and operating system (OS) vulnerabilities should be described and the risk minimised. 1482 

Intentional or unintentional exposure of the data within the app should be prevented and local storage 1483 

of data should be minimised.  1484 

The hardware, operating system and apps are all factors that affect the total security status of the device, 1485 

and there should be procedures in place regarding e.g., when trial participants/clinicians use less secure 1486 

devices. Minimum supported device requirements should be defined for personal devices when relevant 1487 

(e.g. memory capacity, operating system). These should take into account which operating systems are 1488 

still supported by the manufacturer and for which bug fixes and security patches are released when 1489 

relevant. 1490 

Data capture by BYOD may require the device to be identified to ensure data attributability, including 1491 

runtime environment information and physical properties (e.g. device details, application details, 1492 

operation system (OS) details, browser details, screen size, IP address, international mobile equipment 1493 

identity (IMEI)/ mobile equipment identifier (MEID) number). Only information that is needed for proper 1494 

identification of and service to the user should be obtained. Trial participant confidentiality should be 1495 

ensured if device identification information is stored. Access to the application and trial participant data 1496 

may be protected with multiple barriers (e.g. unlock mobile phone, open application, access data). 1497 

If the device’s inbuilt possibilities for auto fill formula data and/or using photo, video, and global 1498 

positioning system (GPS) data etc. are used, this should be described and justified in the protocol, and 1499 

procedures and processes should ensure that only protocol mandated data are collected and that the 1500 

confidentiality of data is maintained. In accordance with the principle of ‘data minimisation’ mobile 1501 

applications should only collect data which are necessary for the purposes of the data processing (i.e. 1502 

the performance of the trial) and not access any other information on the person’s device. For example, 1503 

location data should only be collected if this is necessary for the clinical trials activities and the trial 1504 

participant must be informed about this in the patient information and agree to this in the consent form. 1505 

If an app is to be installed on a BYOD, the privacy labels/practices (e.g. regarding tracking data, linked 1506 

and not linked data) should be clearly communicated to the trial participant upfront. 1507 

A5.1.3.3 Installation and support 1508 

When using an application, it is recommended that well trained staff assist in the installation even if the 1509 

application is available through an app-store or service provider platform.  1510 

Independently on whether the BYOD solution is based on an application installed on the device or a 1511 

website/web application, the software and the use should be explained thoroughly in a user manual. 1512 

Users of the system should have access to user support e.g. from a help desk. There should be a 1513 

procedure in place in case an application cannot be installed, or the web service is unavailable on a 1514 

device, if the device has malfunctioned or the participant has purchased a new device. Helpdesk contacts 1515 

by users should be logged (participant or site staff study ID, purpose of contact, etc.) with due 1516 

consideration of protecting participant information.  1517 
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The software and software installation should not limit or interfere with the normal operations of the 1518 

device. Any unavoidable limitation to the device after installation should be part of the informed consent 1519 

material. 1520 

A5.1.3.4 Ownership of applications and data 1521 

Ownership of the clinical trial application and data should be specified.  1522 

A5.2 Interactive response technology (IRT) system  1523 

The GCP-IWG published separate a reflection paper on use of IRT in clinical trials. 1524 

A5.2.1 Testing of functionalities 1525 

In addition to the content of the IRT reflection paper and section A2.5, A2.8, of the present guideline, 1526 

sponsors should also consider the issues mentioned below when writing test scripts for UAT. 1527 

A5.2.1.1 Dosage calculations 1528 

Where dosage calculations/assignments are made by the IRT system based on user entered data (e.g., 1529 

trial participant body surface area or weight), and look up tables (dosage assignment based on trial 1530 

participant parameters), the tables should be verified against the approved protocol and input data used 1531 

to test allocations, including test data that would be on a borderline between differing doses. Assigning 1532 

the incorrect dosage to a trial participant is a significant risk to safety and well-being and should be 1533 

thoroughly mitigated. 1534 

A5.2.1.2 Stratified randomisation 1535 

Where the randomisation is stratified by factors inputted by the user, all the combinations of the strata 1536 

should be tested to confirm the allocation from the correct randomisation table is occurring. 1537 

A5.2.1.3 Blinding and unblinding 1538 

Unblinded information should only be provided and accessible to pre-identified user roles.  1539 

A5.2.2 Emergency unblinding 1540 

The process for emergency unblinding should be tested. 1541 

Prior to the investigational medicinal product (IMP) being available/shipped at/to the clinical trial site, 1542 

either of the following should be undertaken: 1543 

- Where emergency unblinding is undertaken by a site user, there should be confirmation that the 1544 

investigator (or delegated personnel) who has the access role and permissions has successfully 1545 

accessed the system.  1546 

- Where the unblinding is undertaken via a specific username/password contained in a sealed envelope 1547 

provided to the site, its receipt by the site should be documented and confirmed. 1548 

- If alternative ways are used for unblinding, those processes should be established as well. 1549 
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A5.2.3 IRT used for collection of clinical data from the trial site 1550 

Where the IRT system is collecting clinical data, important data should be subject to source data 1551 

verification and/or reconciliation with the same data collected in the eCRF. For example, the data used 1552 

for stratification may also be contained in the eCRF. Where clinical data is entered into the IRT system 1553 

and integrated to the eCRF (electronic data transfer to eCRF) the IRT system meets the definition of an 1554 

(e)CRF set out in ICH-GCP. In such cases, the additional functionality and GCP requirement concerning 1555 

eCRFs should be addressed in the IRT system requirements and UAT. For example, investigator control 1556 

of site entered data, authorisation of data changes by the investigator, authorisation of persons 1557 

entering/editing data in the eCRF by the investigator. 1558 

A5.2.4 Web-based randomisation 1559 

Where justified, sponsor or investigator/sponsor may also use a web-based application to create 1560 

randomisation lists for clinical trials. When using a web-service, the process to evaluate the suitability of 1561 

the system and GCP compliance as well as the fit-for purpose of the created randomization list should 1562 

be documented. Where possible the version of the service used, and the seed should be maintained.  1563 

Ad hoc randomization via a web-service is not recommended as randomization distribution is unknown 1564 

and the seed may vary. 1565 

The sponsor should ensure that the process of randomisation can be reconstructed via retained 1566 

documentation and data and that a final randomisation schedule, produced prior to the clinical trial 1567 

commencing is retained. 1568 

A5.3 Electronic informed consent  1569 

Ethics committees will review all material related to the informed consent process. Before implementation 1570 

of an electronic consent procedure is considered, the sponsor should clarify legality and GCP compliance 1571 

with each country’s ethics committees and national regulatory authorities.  1572 

The principles of consent as set out in legislation and guidance should be the same whether the process 1573 

involves a computerised system or not. A hybrid approach could be considered, where national 1574 

requirements preclude certain parts of an electronic informed consent procedure. At present, in some 1575 

countries the failure to provide “written on paper” proof of trial participant’s informed consent is 1576 

considered a legal offense. 1577 

An electronic informed consent refers to the use of any digital media (e.g. text, graphics, audio, video, 1578 

podcasts or websites) to firstly convey information related to the clinical trial to the trial participant and 1579 

secondly document informed consent via an electronic device (e.g. mobile phones, tablets or computers). 1580 

The electronic informed consent process involves electronic provision of information, the procedure for 1581 

providing the opportunity to inquire about details of the clinical trial including the answering of questions 1582 

and/or electronic signing of informed consent. For example, it would be possible for the trial participant 1583 

to sign informed consent on a paper form following provision of the information electronically or the 1584 

information and informed consent could be entirely electronic. If using a “wet ink” signature together 1585 

with an electronic informed consent document (a hybrid approach), the patient information, the informed 1586 

consent document and the signature should be indisputably linked e.g. by the use of a hash code. 1587 

Investigators should be aware that the use of electronic methods may unintentionally discriminate 1588 

against people who are not comfortable with or who cannot use such technology, and this could introduce 1589 

bias into the clinical trial. Alternative methods for provision of information and documentation of informed 1590 



 
Guideline on computerised systems and electronic data in clinical trials  
EMA/226170/2021 Page 45/47 
 

consent should be available for those unable or unwilling to use electronic methods. Any sole use of 1591 

electronic informed consent should be justified and described in the protocol. 1592 

Face to face communication between one or more members of the research team and the potential trial 1593 

participant is considered essential and could in some countries be mandatory at least for some specific 1594 

situations (e.g. due to the characteristics of the disease or of trial). 1595 

A5.3.1 Provision of information about the clinical trial  1596 

The trial participants should have been informed of the nature, objectives, significance, implications, the 1597 

expected benefit, risks and inconveniences of the clinical trial in an interview with the investigator, or 1598 

another member of the investigating team delegated by the PI. The interview should take into account 1599 

the individual disposition (e.g. comorbidities, patient references etc.) of the potential participant. This 1600 

interview should allow interaction, the asking of questions and allow confirmation of the trial participant’s 1601 

identity and not just simply the provision of information. The interview should be conducted in person 1602 

or, it could be done remotely where this can be justified and where allowed nationally and if approved 1603 

by an ethics committee using electronic methods that allow for two-way communication in real time. 1604 

Whichever method is used it is important that confidentiality is maintained, and therefore communication 1605 

methods should be private/secure. Consideration should be given as to how the system would be 1606 

presented documentarily to the ethics committee for approval such that it captures the functionality of 1607 

the systems and the experience of the potential trial participant using it.  1608 

Provision of the information electronically may improve the trial participants’ understanding of what 1609 

taking part in the clinical trial will involve. Computerised system could facilitate features to assess the 1610 

participant’s understanding e.g. via questions at key points, which test the trial participants’ 1611 

understanding as they work their way through the information. This in turn can be used to highlight 1612 

areas of uncertainty to the person seeking consent so that they can cover this area in more detail with 1613 

the trial participant.  1614 

A5.3.2 Written informed consent  1615 

The informed consent of the trial participant should be in writing and electronic methods for documenting 1616 

the trial participants informed consent should meet this requirement (ICH-GCP 4.8.8): The informed 1617 

consent form should be signed and personally dated by at least two (natural) persons; the trial 1618 

participant or the trial participant’s legal representative, and the person who conducted the informed 1619 

consent discussion. The identity of the persons signing should be ensured. 1620 

The method used to record consent should follow national legislation with regards to e.g. acceptability 1621 

of electronic signatures (see section 4.8) and in some countries “wet ink” signature will be required.  1622 

If the use of electronic signatures is allowed by a country, the following applies: date (and where 1623 

appropriate, time) of signature should be entered by the corresponding signatory. There should be no 1624 

ambiguity about the time of signature. The system should use UTC for timestamps for the audit trail for 1625 

the action of signing and dating by the trial participant and investigator, which cannot be manipulated 1626 

by system settings (e.g. time zones). In cases where entered date and time diverge from the audit trail, 1627 

a query may be issued, and satisfactory explanation is expected. Any alteration in the document should 1628 

invalidate the electronic signature. 1629 

If an electronic signature is used, it should be possible for monitors, auditors and inspectors to access 1630 

the signed informed consent forms and all information regarding the signatures, including the audit trail. 1631 
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Secure archiving should ensure availability and legibility for the required retention period. 1632 

A5.3.3 Trial participant identity 1633 

It should always be possible to verify the identity of a trial participant with documentation at the trial 1634 

site. Documentation which makes it possible to demonstrate that the person entering the electronic 1635 

‘signature’ was indeed the signatory, is required. The electronic signing should be captured by the audit 1636 

trail. 1637 

Where consent is given remotely, and the trial participant is required at some point to visit a clinical trial 1638 

site for the purposes of the trial, verification should be done in person e.g. by using information from an 1639 

official photo identification if such an ID document is required in the trial site country.  1640 

Instead of an electronic signature, a biometric method may be considered.  1641 

A5.3.4 Sponsor notification on the consent process 1642 

Notification to the sponsor should only contain essential, non-personal identifiable information to allow 1643 

the sponsor to have an overview of how many trial participants have been enrolled in a clinical trial so 1644 

far and which versions of the electronic informed consent form have been used. Remote access by the 1645 

sponsor to personal identifiable information in the electronic consent system should not be permitted. 1646 

Any unjustified accesses from the sponsor or 3rd parties, which lead to the disclosure of non-1647 

pseudonymised information, are likely to be viewed as infringement of data privacy laws. 1648 

A5.3.5 Trial participant confidentiality 1649 

As for all other computerised systems in clinical trials, the confidentiality of data that could identify trial 1650 

participants should be protected, respecting the privacy and confidentiality rules in accordance with the 1651 

applicable national and EU regulatory requirements.  1652 

A5.3.6 Trial participant access to the informed consent documentation 1653 

Potential trial participants (or, where applicable, their legal representative) should be provided with 1654 

access to written information about the clinical trial prior to seeking their informed consent. The trial 1655 

participant should be provided with their own copy of the informed consent documentation (including all 1656 

accompanying information and all linked information) once their consent has been obtained. This includes 1657 

any changes to the data/documents made during the process. 1658 

The information about the clinical trial should be as a physical hard copy or electronic copy in a form 1659 

that can be downloaded. The trial participants should also be provided with a copy of their signed and 1660 

dated written informed consent form (either electronically or on paper). The copy should be available 1661 

directly. 1662 

A5.3.7 Investigator responsibilities 1663 

The investigator should take appropriate measures to verify the identity of the potential trial participant 1664 

(see section A.5.3.3) and ensure that the participant has understood the information given. The informed 1665 

consent records are essential documentation that should be available at the trial site in the investigator 1666 

TMF for the required retention period (see section A5.3.9). The investigator should retain control of the 1667 

informed consent process and documentation (e.g. signed informed consent forms) and ensure that 1668 

personal identifiable data are not inappropriately disclosed beyond the site. The system used should not 1669 
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limit the investigators ability to ensure that trial participants’ confidentiality is protected with appropriate 1670 

access and retention controls to the system. The investigator should ensure an appropriate process for 1671 

the copy of the informed consent documentation (information sheet and signed consent form) be 1672 

provided to the trial participant. All versions of signed and dated electronic consents should be available 1673 

to the trial participant for the duration of and after the trial. The system used should ensure that the 1674 

investigator can grant access to the electronic informed consent system to the regulatory authority for 1675 

inspections and that such access does not require the sponsor’s involvement.  1676 

A5.3.8 Version control and availability to sites 1677 

The electronic informed consent information (electronic trial participant information and informed 1678 

consent form) are subject to updates and changes during the course of the trial. Regardless of the nature 1679 

of change or update, the new version containing relevant information has to be submitted to the ethics 1680 

committee(s) in charge prior to its use for receiving its (their) opinion/approval. Additional information 1681 

should be made available to the ethics committee(s) in charge concerning technical aspects of the 1682 

electronic informed consent procedure to ensure continued understanding of the informed consent 1683 

processes. Only versions approved by the ethics committee(s) in charge should be enabled and used for 1684 

informed consent process and documentation. Release of electronic trial participant information and 1685 

informed consent forms to the sites prior to IRB/IEC approval should be prevented. The system should 1686 

prevent the use of obsolete versions of the information and informed consent document. 1687 

A5.3.9 Availability in the investigator TMF 1688 

All documents of the informed consent procedure (including all accompanying information and all linked 1689 

information) are considered to be essential documents and should be archived as such. Replacement of 1690 

the documents with copies thereof is only acceptable if the copies are certified copies (see section 6.5).  1691 

A5.3.10 Withdrawal from the trial 1692 

There should be procedures and processes in place for a trial participant to be able to withdraw her/his 1693 

consent. If there is a possibility for the trial participant to withdraw from the trial through the 1694 

computerised system, it should be ensured that such a withdrawal of consent generates an alert to the 1695 

investigator in order to initiate the relevant steps as per protocol and according to the extent of 1696 

withdrawal. Any withdrawal of informed consent should not affect the results of activities already carried 1697 

out, such as the storage and use of data obtained on the basis of informed consent before withdrawal. 1698 


