


Template to report an allegation concerning breaches in an area of EMA’s responsibility (authorisation, supervision and maintenance of human and veterinary medicinal products)

For detailed information on how the EMA processes your personal data when handling this report, please read our specific privacy statement below. 
By submitting your report, you confirm that you have read and understood our privacy statement and you consent to the processing of your personal data.

Subject: [topic of the alleged breaches]

I hereby inform you of suspicions about an impropriety that may indicate:
· Non-compliance with Good Manufacturing Practices (GMP)
· Non-Compliance with Good Clinical Practices (GCP)
· Non-compliance with Good Laboratory Practices (GLP)
· Non-Compliance with Good Pharmacovigilance Practices (GVP)
· Other non-compliance or irregularity (please specify): …

Description of the suspected impropriety and the context:
[This section should contain the following information if possible/relevant (please note that this list is not exhaustive):
All relevant circumstances of the case and description of facts:
Details of the non-compliance or irregularity
Name and address of the concerned company or person
Name of the concerned medicinal product(s) or active pharmaceutical ingredient(s)
How or by whom the case and facts came to your attention
Reasons for suspicions of the impropriety
[Any other relevant information]

[If available] Please find enclosed supporting information or evidence.

Name of reporting person:
Date:
e-mail address: 

Privacy Statement for handling allegations of breaches in the area of the EMA’s responsibilities reported by external reporting persons

1. Description of the purpose of this processing operation
The European Medicines Agency (“EMA” or “Agency”) processes any personal data and information provided by you, as an external reporting person, for the purpose of assessing allegations of breaches in the area of the EMA’s responsibilities, in particular of those that might have an impact on the evaluation, supervision and maintenance of medicinal products for human and veterinary use. Any processing operations are performed in accordance with Regulation (EU) 2018/1725[footnoteRef:1] and EMA Policy 0072[footnoteRef:2] (doc.ref. EMA/283205/2013 Rev. 1).  [1: 1 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC]  [2: 2 Policy 0072 - EMA’s handling of information from external reporting persons about alleged breaches related to the authorisation, supervision and maintenance of human and veterinary medicinal products or other EMA activities .] 

All reporting by external reporting persons on allegations of breaches received are recorded by the EMA’s Inspections Office and/or the Legal Department and some of them may be further communicated to European Union (EU) Institutions, EU (or even non-EU) national competent authorities responsible for the supervision of medicinal products for human and veterinary use.
2. Who is the data controller?
The EMA represented by its Executive Director is responsible as the data controller to ensure compliance with Regulation (EU) 2018/1725. Internally, the Head Human Medicines Division has been appointed to act as Internal Controller in this specific context. The designated controller is your main contact point and acts on behalf of the Agency, while the Agency remains ultimately responsible to comply with data protection obligations.
Should you wish to get in touch with the data Controller, please contact Datacontroller.HumanMedicines@ema.europa.eu.
3. What personal data do we collect and how?
The Agency collects personal data directly provided by you when you disclose to EMA alleged breaches concerning EMA activities. Depending on the information that you disclose when reporting such information, the processed personal data may involve, for example: name (first name and surname), contact details (telephone number, email address), professional information (information on your work place, profession), location data (work place or home address), etc.
4. Legal Basis 
The Agency processes personal data of external reporting persons on the basis of their consent provided directly when submitting the report on the template form[footnoteRef:3] or by sharing this Privacy statement. [3: 3 Template for reporting alleged breaches by external reporting person] 

In addition, the processing of the personal data included in reports from external reporting persons disclosing alleged breaches is necessary for the management and functioning of the Agency in the course of performing its tasks carried out in the public interest as provided for under Regulation (EC) 726/2004 of the European Parliament and of the Council laying down Community procedures for the authorisation and supervision of medicinal products for human and veterinary use and establishing a European Medicines Agency. 
The processing of your personal data is based on EMA Policy 0072 on EMA’s handling of information from external reporting persons about alleged breaches related to the authorisation, supervision and maintenance of human and veterinary medicinal products or other EMA activities[footnoteRef:4], as well as on EMA’s SOP/EMA/0129 on EMA’s handling of information from external reporting persons about alleged breaches related to the authorisation, supervision and maintenance of human and veterinary medicinal products or other EMA activities[footnoteRef:5]. [4: 4 Policy 0072 EMA’s handling of information from external reporting persons about alleged breaches related to the authorisation, supervision and maintenance of human and veterinary medicinal products or other EMA activities]  [5: 5 SOP/EMA/0129 EMA’s handling of information from external reporting persons about alleged breaches related to the authorisation, supervision and maintenance of human and veterinary medicinal products or other EMA activities)] 

5. Who has access to your information and to whom is it disclosed?
The Agency processes your personal data and allegations of breaches provided by you in a confidential manner. This information is made accessible to EMA staff members competent to handle such information on a strictly need-to-know basis in view of the highly confidential and sensitive nature of the information and in a secure manner.  
The allegations of improprieties may be passed to an EU institution or body (for example, European Anti-Fraud Office, European Public Prosecutor Office, European Ombudsman, Internal Audit Service of the European Commission, European Court of Auditors), EU or non-EU national competent authority for further assessment. This transfer will include your personal data where the EMA does not have the competence to examine the allegations.
In exceptional circumstances, the Agency may also disclose your personal data in the event of any subsequent legal proceedings and/or due to a court order or if it is established that the allegations are malicious and a false statement has been made. 
5.1 International data transfers
Certain categories of data (i.e. information on allegations of breaches) may be shared with third country regulatory authorities and international organisations responsible for medicinal products based on mutual cooperation agreements. Such transfer only takes place when this is necessary to allow these recipients to assess the information in case it falls under their remit. In any event, such transfer will comply with Chapter V of Regulation (EU) 1725/2018.
6. How do we protect and safeguard your information?
In order to guarantee data confidentiality and security of personal data as well as the information contained in the report, a number of technical and organisational measures have been put in place. To obviate unauthorised access to equipment and data, EMA premises is secured and protected by access control measures, hardware and network firewalls protect the logic perimeter of the EMA IT infrastructure and the main computer systems holding the data are security hardened. 
7. How long do we keep your data?
In general, all personal data and information on allegations of alleged breaches provided by you shall be retained by the EMA for the time necessary for completion of its assessment and to complete regulatory actions as appropriate. 
Unfounded, improper and pointless reports and messages will be deleted immediately.
Where the relevant allegation has been transferred to third parties, information about the transfer shall be recorded.
Reports of alleged improprieties from external reporting persons are kept after closure of the case for:
30 years after withdrawal of the marketing authorisation of the product: if the allegation falls within EMA’s remit to examine the allegation; 
12 months: if the allegation does not fall within EMA’s remit to examine the allegation, then the allegation is transferred to the concerned Member State or competent authority or if the case was closed after triage with no initial evaluation or after initial evaluation with no regulatory steps to be undertaken by EMA. 
[bookmark: _Hlk97559489]An overview containing summary data on the reports received and handled by the EMA is kept for overview administrative purposes. Personal data in this overview is anonymised at the end of the retention period.
8. Your data protection rights
As data subject (i.e. the individual whose personal data is processed), you have a number of rights: 
Right to be informed – This Privacy Statement provides information on how EMA collects and uses your personal data. If you any questions about this data processing, please contact the controller at Datacontroller.HumanMedicines@ema.europa.eu
Right to access – You have the right to access your personal data. You have the right to request and obtain a copy of the personal data processed by EMA. 
Right to rectification – You have the right to obtain - without undue delay - the rectification or completion of your personal data if it is incorrect or incomplete. 
Right to withdraw consent – You have the right to withdraw your consent to the processing of your personal data. However, this will not affect the lawfulness of any processing carried out before consent is withdrawn. 
Right to erasure – You have the right to require EMA to delete or stop processing your data, for example where the data is no longer necessary for the purposes of processing. In certain cases your data may be kept to the extent it is necessary, for example, to comply with a legal obligation of the Agency or if it is necessary for reasons of public interest in the area of public health. 
Right to object – If the Agency processes your data for the performance of a task in the public interest (without your consent or another lawful basis), you have the right to object to this processing on grounds related to your particular situation. 
Right to restrict processing – In a few, codified cases, you have the right to obtain the restriction of the processing, meaning that your data will only be stored, but not actively processed for a limited period of time. For more information about this right and its limitations, see the EMA General Privacy Statement, hosted at www.ema.europa.eu/en/about-us/legal/privacy-statement.
Right to portability – Where the processing is carried out in automated means you have the right to receive your personal data (which was provided to the EMA directly by you) in a machine-readable format. You may also ask the EMA to directly transfer such data to another controller. 
The rights of the data subject can be exercised in accordance with the provisions of Regulation (EU) 2018/1725. 
Data subjects also have the right to lodge a complaint with the European Data Protection Supervisor (EDPS) at any time at the following address: edps@edps.europa.eu.
9. Contact information
In case you have any questions regarding the processing of your personal data, or you think that the processing is unlawful or it is not in compliance with this data protection notice, please contact the Internal Controller. The contact details of the controller are the following: Datacontroller.HumanMedicines@ema.europa.eu
10. Recourse
Complaints in relation to this processing operation can be addressed to: 
The controller: Datacontroller.HumanMedicines@ema.europa.eu; or 
The EMA Data Protection Officer: dataprotection@ema.europa.eu; or 
The European Data Protection Supervisor (EDPS): edps@edps.europa.eu
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